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    XSockets

Ported from (and deprecates) xturn-sockets
An Elixir library for listening, dialing, and reading whole messages on UDP, TCP,
TLS, DTLS, and (optionally) SCTP -- without baking in STUN, TURN, RTP, or SIP.
Those protocols live in your app. XSockets just handles the pipes and the
"when is a full packet ready?" part.
Home: https://github.com/Lazarus404/xsockets
What problem this solves
If you have built a real-time server, you have probably written the same GenServer
loop more than once: bind a socket, read, figure out where one message ends and
the next begins, call your logic, write a reply, repeat.
XSockets turns that into three plugs:
	Transport -- how bytes move (:udp, :tcp, :tls, :dtls)
	Framing -- how you spot a whole message (:raw, :length_prefixed)
	Handler -- what you do with each message

A shared Engine drains every complete packet from each read before it asks
the socket for more. That keeps control traffic (handshakes, requests) tidy.
High-rate media can skip the engine and use Transport.UDP.open_relay/2 instead.
Start here
1. Write a handler
defmodule MyApp.Handler do
  @behaviour XSockets.Handler

  @impl true
  def handle_connect(conn), do: {:ok, conn.assigns}

  @impl true
  def handle_packet(packet, _meta, conn, state) do
    IO.inspect({packet, conn.client_ip, conn.client_port})
    {:ok, state}
  end
end
2. Serve (or dial)
# UDP -- each datagram is already a whole message (:raw)
{:ok, pid} =
  XSockets.serve(MyApp.Handler,
    transport: :udp,
    ip: {0, 0, 0, 0},
    port: 3478
  )

# TCP -- messages are length-prefixed (2-byte size header by default)
{:ok, pid} =
  XSockets.serve(MyApp.Handler,
    transport: :tcp,
    ip: {0, 0, 0, 0},
    port: 3478
  )

# Call out as a client (needs :ip and :port)
{:ok, conn} =
  XSockets.dial(MyApp.Handler,
    transport: :tcp,
    ip: {127, 0, 0, 1},
    port: 3478
  )
serve/2 and dial/2 are the friendly front door. They pick sensible framing
defaults and call listen/1 or Client.connect/1 for you. Pass :accumulator
or :pipeline when you want to override framing. Reach for listen/1 when you
need SCTP, explicit modules, or multi-step pipelines.
Try the examples
mix run examples/echo_udp.exs

	examples/echo_udp.exs -- UDP echo
	examples/echo_tcp.exs -- TCP with length prefixes
	examples/echo_tls.exs -- TLS with a self-signed cert
	examples/echo_client.exs -- serve + dial together
	examples/pipeline_inline.exs -- two-step pipeline (advanced)
	examples/udp_relay.exs -- Engine vs open_relay/2 (advanced)

Main modules
Everyday tools:
	XSockets -- serve/2, dial/2, listen/1, listen_many/1
	XSockets.Client -- outbound TCP/TLS
	XSockets.Handler -- your per-packet logic
	XSockets.Engine -- the shared "read, frame, dispatch" loop
	Transport.* -- UDP / TCP / TLS / DTLS / optional SCTP I/O
	Accumulator.* -- framing (Raw, LengthPrefixed, Reorder)

When you need more structure:
	Pipeline -- name several handler stages and route between them
	Connection -- one process per TCP/TLS/DTLS stream
	DatagramServer -- one process per UDP listen socket
	Acceptor -- accept loop for connection-oriented transports
	SockSupervisor / TierSupervisor.* -- supervision for connections and async work
	RateLimit (+ FixedWindow, PerConnection) -- optional Engine rate limiting
	Sctp.Association / Sctp.Association.Server / Sctp.Dcep -- WebRTC data channels
(SCTP inside DTLS; different from IP-level Transport.SCTP)

STUN, TURN, RTP, SIP framing stays in your Accumulator / Handler modules.
This library only ships the generic plumbing.
Features (in plain terms)
	One shape of API across UDP, TCP, TLS, DTLS, and optional SCTP
	Pluggable framing: "is there a whole packet yet?"
	Full drain: every complete message in a read is handled before the next read
	Backpressure on streams via a write queue and {:busy, state}
	Optional Telemetry under [:xsockets, ...]

Control vs media: put request-shaped traffic through the Engine and your
Handler. Put high-rate media on UDP.open_relay/2 (or a raw socket) so it does
not share that loop.
Two kinds of SCTP (easy to mix up):
	Transport.SCTP + Sctp.Listener -- SCTP over IP (OTP :gen_sctp)
	Sctp.Association -- SCTP over a DTLS byte pipe (WebRTC data channels; needs
optional {:ex_sctp, "~> 0.1"} and a Rust toolchain to compile)

Useful config (on :xsockets or your host :config_app):
	engine_rate_limit (default true) -- rate-limit when conn.client_ip is set
	rate_limiter -- default FixedWindow (datagrams only); use PerConnection
if you also want to gate TCP/TLS chunks
	pool_on_overflow -- :drop (default) or :inline_fallback for busy :pool tiers
	send_timeout_ms (default 5000) -- timeout before Engine replies
	write_queue_max (default 32) -- outbound queue size on streams
	datagram_write_on_error -- :retry_peer (default) or :drop on UDP send failure

Production configuration
Defaults lean toward "fail closed under load" (pool overflow drops work;
FixedWindow only watches datagrams). Opt in when you need stricter delivery:
# Do not drop work on a busy :pool tier -- run it inline instead
config :xsockets, pool_on_overflow: :inline_fallback
# or per tier: on_overflow: :inline_fallback

# Also rate-limit TCP/TLS Engine chunks
config :xsockets, rate_limiter: XSockets.RateLimit.PerConnection
Async :task / :pool work is best-effort: a crashed worker can lose what was
in its mailbox, and :drop throws away work when the pool is full. Prefer
:inline for small control graphs, or :inline_fallback when a pool tier must
not lose messages.
Installation
def deps do
  [
    {:xsockets, "~> 1.0.0"},
    {:telemetry, "~> 1.0"}
    # optional: {:ex_sctp, "~> 0.1"}
  ]
end
Advanced
Skip this until serve / dial are not enough. It covers multi-step pipelines,
reordering, async dispatch, and related knobs.
Reordering
Sometimes packets arrive out of order and you need them sorted before your
handler sees them. Accumulator.Reorder wraps another accumulator, tags each
whole packet with a key (for example an RTP sequence number), and holds
stragglers until the window is contiguous -- or until a time/size limit says
"give up and flush."
accumulator: {
  XSockets.Accumulator.Reorder,
  name: :rtp,
  inner: XSockets.Accumulator.LengthPrefixed,
  inner_opts: [header_size: 2],
  key_fun: &MyApp.RTP.sequence/2,
  window: 32,
  max_delay_ms: 100,
  on_overflow: :flush_oldest
}
Tunable keys (window, max_delay_ms, on_overflow, enabled) merge with
library defaults and app config:
config :xsockets,
  config_app: :my_app,
  reorder: [
    rtp: [window: 32, max_delay_ms: 150]
  ]

config :my_app,
  reorder: [
    rtp: [window: 48]
  ]
Precedence: library defaults < config :xsockets, :reorder <
config :config_app, :reorder < keys in the accumulator spec.
key_fun, inner, and name always come from code -- never from config.
If an accumulator may hold packets across reads (waiting on a missing sequence
number), set tick_interval_ms on Connection or DatagramServer so the
Engine can flush on a timer even when no new data arrives.
Pipelines
A pipeline is a small graph of stages. The root stage sees the wire; a handler
can {:descend, :other_tier, payload, state} to hand work to another stage:
defmodule MyApp.Pipeline do
  use XSockets.Pipeline

  tier :root,
    accumulator: {XSockets.Accumulator.LengthPrefixed, header_size: 2},
    handler: MyApp.Handlers.Stun

  tier :rtp,
    accumulator: XSockets.Accumulator.Raw,
    handler: MyApp.Handlers.Rtp
end

{:ok, pid} =
  XSockets.listen(
    transport: XSockets.Transport.TCP,
    ip: {0, 0, 0, 0},
    port: 3478,
    pipeline: MyApp.Pipeline,
    assigns: %{}
  )
See examples/pipeline_inline.exs.
Worth knowing:
	A crash inside a descended tier is caught, emits [:xsockets, :tier_crashed],
and the outer tier keeps going.
	{:close, state} from any tier closes the whole connection (or stops that
datagram's processing).
	Only :root gets handle_connect/1. Descended tiers start with nil state
on first visit. On disconnect, every activated tier gets handle_disconnect/2.

Dispatch strategies
Each tier can say how its work runs:
	:inline (default) -- same process; safest for "must not drop"
	:task -- async supervised worker; root keeps moving; best-effort if the
worker crashes
	:pool -- like :task with a size cap. Overflow :drop (default) or
:inline_fallback. For control-critical tiers, prefer :inline_fallback.

Start the supervisors (or let XSockets.Application do it):
{:ok, _} = XSockets.SockSupervisor.start_link()
{:ok, _} = XSockets.TierSupervisor.Task.start_link()
{:ok, _} = XSockets.TierSupervisor.Pool.start_link()
Bounded buffers
Built-in accumulators accept :max_size. Overflow shows up once as
{:error, :buffer_overflow, acc}; the Engine emits [:xsockets, :frame_error]
and keeps draining.
Telemetry
XSockets.Telemetry.emit/3 plus your own :telemetry handlers.
Telemetry.attach_handlers/0 installs log/counter handlers for events the
library actually emits (listeners, packets, TLS handshake, rate limit, tiers,
send errors).
Common events when :telemetry_enabled is true:
	[:xsockets, :tier_dispatch] / :tier_crashed / :tier_pool_saturated
	[:xsockets, :udp_sessions_evicted] / :frame_error
	[:xsockets, :message_sent] / :send_error
	[:xsockets, :listener_started] / :rate_limit_exceeded / :ssl_handshake_*

Configuration
Point :config_app at your host app to override defaults:
config :xsockets,
  config_app: :my_app,
  buffer_size: 262_144,
  listener_buffer_size: 4_194_304,
  ssl_handshake_timeout: 10_000,
  rate_limit_enabled: true,
  telemetry_enabled: true

config :my_app,
  buffer_size: 131_072
Lookup order: config :config_app -> config :xsockets -> built-in default.
For TLS/DTLS certs, pass certfile / keyfile in listen opts, or set
config :xsockets, certs: [...]. Prefer
Transport.TLS.security_opts(:server) or :mutual_tls when building option lists.
Testing
mix compile --warnings-as-errors
mix test
mix dialyzer

CI runs the same three checks.
Optional Linux SCTP proof (when your host has no SCTP):
docker compose -f docker-compose.sctp.yml run --rm xsockets-sctp

Changelog
See CHANGELOG.md.
License
Apache 2.0 -- see LICENSE.md.


  

    LICENSE

                             Apache License
                       Version 2.0, January 2004
                    http://www.apache.org/licenses/
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
	Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

	Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

	Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

	Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

	Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

	Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

	Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

	Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

	Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.


   END OF TERMS AND CONDITIONS
   APPENDIX: How to apply the Apache License to your work.
  To apply the Apache License to your work, attach the following
  boilerplate notice, with the fields enclosed by brackets "[]"
  replaced with your own identifying information. (Don't include
  the brackets!)  The text should be enclosed in the appropriate
  comment syntax for the file format. We also recommend that a
  file or class name and description of purpose be included on the
  same "printed page" as the copyright notice for easier
  identification within third-party archives.
   Copyright [yyyy] [name of copyright owner]
   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at
   http://www.apache.org/licenses/LICENSE-2.0
   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.


  

    Changelog

1.0.0
First standalone release of xsockets / XSockets.
	Ported from xturn-sockets 2.2.1 and renamed for host-agnostic use (Xirsys.Sockets -> XSockets, :xturn_sockets -> :xsockets, telemetry [:xsockets, ...]).
	Format-agnostic listen/accept, pluggable framing, shared drain engine, multi-protocol transports (UDP/TCP/TLS/DTLS/SCTP).
	XSockets.serve/2 and XSockets.dial/2 on-ramp (atom :transport / :framing); listen/1 and listen_many/1 (UDP reuseport) facades; optional XSockets.Application supervisors (start_supervisors). UDP uses DatagramServer; TCP/TLS/DTLS use Acceptor; SCTP uses Sctp.Listener when the OS/OTP stack supports it (Transport.SCTP.available?/0).
	listen(workers: n) for UDP reuseport; Acceptor accept_workers: n with unexpected worker respawn.
	XSockets.Client.connect/1 for outbound TCP/TLS with the same drain loop; Transport.DTLS.connect/3 for outbound DTLS.
	Engine rate limit via pluggable XSockets.RateLimit (FixedWindow default for datagram; PerConnection for all framings); shared concurrency-safe RateLimit.Window bump helper; ETS sweep via RateLimit.Table (always started from Application).
	Pool overflow :drop | :inline_fallback, send timeout via send_timeout_ms.

	Stream write queue and handler {:busy, state} backpressure (write_queue_max); piggyback flush plus adaptive backoff timer (10/25/50/100 ms); send failures return {:busy, iodata} from Engine.
	UDP datagram_write_on_error: :retry_peer (default) or :drop.
	TLS security_opts/1 presets (:server default; :mutual_tls) and Transport.TLS.connect/3. Certificates from listen opts or Config.get(:certs) only (no legacy :xturn / :certs app peeks).
	SCTP clustered under XSockets.Sctp.* (Listener, Association, Association.Server, Dcep); Transport.SCTP association lifecycle (connect_assoc/3, decode_message/1); optional on hosts without SCTP. Linux proof: docker-compose -f docker-compose.sctp.yml run --rm xsockets-sctp.
	Telemetry.attach_handlers/0 matches events the library emits; rate-limit ETS table :xsockets_rate_limits.
	Transport.DTLS.close/1 emits [:xsockets, :socket_closed] with protocol: :dtls.
	Pipeline multi-tier dispatch (:inline / :task / :pool), relay helpers (Transport.UDP.open_relay/2), dialyxir, package CI (compile warnings-as-errors, test, dialyzer), ARCHITECTURE.md in the Hex package.
	Examples ladder: echo_udp, echo_tcp, echo_tls, echo_client, pipeline_inline, udp_relay; README Start-here progressive disclosure.
	sock_supervisor.ex file name matches SockSupervisor module.



  

    XSockets architecture

This note is a map of how XSockets fits together. You do not need to be a
networking specialist to follow it -- think in terms of "listen, read whole
messages, call my code, maybe write a reply."
XSockets is format-agnostic. It owns sockets, framing, and a shared drain
loop. It does not know STUN, TURN, RTP, or SIP. Those stay in the host app,
so the library never grows into a protocol stack.
For a hands-on start, see the README (serve / dial and the
examples/ scripts). This file is for "where does this module sit?"
The simple picture
Your app (Handler + framing)
        |
   serve / dial   (friendly front door)
        |
   listen / Client
        |
   Pipeline + Engine   (drain every whole packet, then ask for more)
        |
   Connection  or  DatagramServer
        |
   Transport.*   (:gen_tcp / :gen_udp / :ssl / :gen_sctp)
And separately, for WebRTC data channels (SCTP inside DTLS, not over raw IP):
Your DTLS plaintext pipe
        |
   Sctp.Association[.Server]   (sans-IO; you send {:transmit, ...} back on DTLS)
        |
   Sctp.Dcep                   (open/ack for data channels)
Rule of thumb: request-shaped traffic (handshakes, signaling) goes through
the Engine and a Handler. High-rate media should use Transport.UDP.open_relay/2
or a raw socket -- not the drain loop.
On-ramp vs full control
	Prefer XSockets.serve/2 and XSockets.dial/2 for a single stage (one
transport, one framer, one handler).
	Use listen/1 + Pipeline when you need named stages, SCTP-over-IP, or
explicit module picks.

serve / dial only normalize atom options and call the lower APIs. Nothing
magic -- just less boilerplate.
What each layer does
	Layer	In one sentence
	XSockets	Public entry: serve, dial, listen, listen_many
	Client	Outbound TCP/TLS dial, then the same drain loop
	Transport.*	Thin wrappers around OTP sockets (listen/accept/send/setopts)
	Accumulator.*	"Do we have a whole packet yet?"
	Handler	Your code per packet (:ok / :reply / :busy / :close / :descend)
	Engine	Shared push-and-drain loop shared by UDP and streams
	Connection	One process per TCP/TLS/DTLS stream (+ write queue)
	DatagramServer	One process per UDP listen socket (+ per-peer sessions)
	Acceptor	Accept loop for TCP/TLS/DTLS
	Pipeline	Name several accumulator/handler stages and route between them
	RateLimit.*	Optional gate before framing
	Sctp.Association	WebRTC SCTP-over-DTLS (not a Transport)

Full module list (same ideas, more names):
	Module	Role
	XSockets	serve/2, dial/2, listen/1, listen_many/1 (UDP reuseport)
	XSockets.Client	Outbound TCP/TLS + Connection under SockSupervisor
	XSockets.Application	Optional SockSupervisor + TierSupervisor children
	XSockets.Transport	Behaviour for listen/accept/send/setopts/mailbox normalize
	Transport.UDP	Datagrams, ICMP normalize, open_relay/2, optional reuseport
	Transport.TCP	Stream listen/accept/connect
	Transport.TLS	TLS 1.2/1.3; security_opts/1, connect/3
	Transport.DTLS	DTLS over UDP; accept + connect/3
	Transport.SCTP	Optional OTP :gen_sctp over IP
	Sctp.Listener	Owns SCTP-over-IP associations (not Acceptor.accept/2)
	Sctp.Association	WebRTC SCTP-over-DTLS via optional ex_sctp
	Sctp.Association.Server	Optional GenServer bridge over the sans-IO association
	Sctp.Dcep	Data-channel Open/Ack (RFC 8832)
	XSockets.Accumulator	Framing behaviour
	Accumulator.Raw	One chunk/datagram = one packet
	Accumulator.LengthPrefixed	Size-prefixed stream framing
	Accumulator.Reorder	Hold out-of-order packets until a key window is contiguous
	XSockets.Handler	Application behaviour
	XSockets.Engine	Shared drain loop + write-queue busy signaling
	XSockets.Connection	One process per stream; bounded outbound write queue
	XSockets.DatagramServer	One process per UDP listen socket
	XSockets.Acceptor	Accept loop (accept_workers)
	XSockets.Pipeline	use + tier DSL
	XSockets.SockSupervisor	DynamicSupervisor for Connection children
	XSockets.TierSession	Async worker for :task / :pool tiers
	TierSupervisor.Task / .Pool	Supervisors for those workers
	XSockets.Config	Host-app env overlay (:config_app)
	XSockets.RateLimit	Pluggable Engine rate-limit behaviour
	RateLimit.FixedWindow / .PerConnection	Built-in limiters
	RateLimit.Window / .Table	ETS window bump + sweep (internal)
	XSockets.Telemetry	Optional [:xsockets, ...] events
	XSockets.Conn	Per-packet view (client_ip, socket, assigns)

How processes are arranged
UDP (plain). One DatagramServer owns the listen socket. Each remote peer
is a small session (framing + handler state) inside that process -- not a
separate GenServer per peer. Incoming datagrams are framed and fully drained
before the socket is re-armed for more. listen_many/1 starts several servers
on one port with reuseport: true when you want more readers.
TCP / TLS / DTLS. An Acceptor (or listen/1) accepts, hands the socket
to a Connection, and that process runs the same Engine. Client.connect/1
dials TCP/TLS; Transport.DTLS.connect/3 dials DTLS. Bytes can span several
reads; if one read contains two messages, both are handled before the next read.
SCTP over IP (optional). When Transport.SCTP.available?/0 is true,
listen/1 starts Sctp.Listener, which owns associations. Outbound dials that
need an association id use connect_assoc/3. Hosts without SCTP get
{:error, :sctp_not_supported}. Linux proof image:
docker-compose -f docker-compose.sctp.yml run --rm xsockets-sctp.
WebRTC data channels use Sctp.Association (SCTP inside DTLS via optional
ex_sctp), not Transport.SCTP. Your app feeds DTLS plaintext with
handle_packet/2 and must send every {:transmit, packets} event back on the
DTLS socket -- or run Sctp.Association.Server. Channel setup uses Sctp.Dcep.
XSockets.Application starts SockSupervisor and the tier supervisors when
start_supervisors is true (default). Set
config :xsockets, start_supervisors: false if you want to place them in your
own supervision tree first.
Engine and pipelines
After each read, Engine.push_and_drain/9 (and on a timer tick, Engine.drain/8)
asks the current tier's accumulator for whole packets until it says
"need more data."
When engine_rate_limit is true (default) and conn.client_ip is set, the
configured rate limiter runs before framing. Default is FixedWindow
(datagrams only). Use PerConnection if you also want to gate TCP/TLS chunks.
A Handler may return:
	{:ok, state} -- consumed, nothing to send
	{:reply, iodata, state} -- send on the same socket
	{:busy, state} -- stop draining for now; streams may flush a write queue
	{:descend, tier, payload, state} -- hand payload to another named tier
	{:close, state} -- stop this connection / datagram path

Failed replies become {:busy, iodata} so Connection can queue and retry.
Under sustained send errors, streams piggyback flush on inbound messages and
use a short adaptive backoff. UDP uses datagram_write_on_error
(:retry_peer by default, or :drop) and always re-arms reads.
How a descended tier runs:
	:inline (default) -- same process; use when work must not be dropped
	:task -- async supervised worker; best-effort (mailbox lost on crash)
	:pool -- like :task with a size cap; overflow :drop (default) or
:inline_fallback. Prefer :inline_fallback for control-critical tiers.

Unhandled exceptions in a descended tier are caught, emit
[:xsockets, :tier_crashed], and the outer tier continues. {:close, _} from
any tier closes the whole connection.
How hosts usually wire it
	Start with serve/2 or dial/2.
	Move to listen/1 / Client.connect/1 when you need workers, explicit
transports, or a Pipeline.
	Declare custom accumulators and handlers for your wire format.
	For high-rate relay or media, call Transport.UDP.open_relay/2 and own that
socket in a host process -- do not put it under DatagramServer.

That is the whole idea: XSockets keeps the boring socket loop correct and
shared; your app keeps the protocol smarts.


  

    
XSockets 
    



      
Public facade for starting listeners and related helpers.
Start here
Prefer serve/2 and dial/2 for simple hosts: pick a transport, optional
framing, and a handler. They normalize atom opts and call listen/1 or
Client.connect/1.
Concepts:
	Transport - UDP, TCP, TLS, or DTLS (how bytes move)
	Framing - Accumulator that finds whole packets (:raw, :length_prefixed)
	Handler - application logic per packet

Use listen/1 when you need full control (pipelines, SCTP, explicit modules).
What problem this solves
Hosts should not have to remember whether a transport needs DatagramServer,
Acceptor, or Sctp.Listener. listen/1 routes plain UDP to DatagramServer,
TCP/TLS/DTLS to Acceptor, and SCTP to Sctp.Listener when available.
serve/2 / dial/2 add atom transport and framing defaults on top.
RFCs
No STUN/TURN RFC; listener facade for host applications.

      


      
        Summary


  
    Functions
  


    
      
        dial(handler, opts \\ [])

      


        Dials out with atom-friendly defaults and starts a Connection.



    


    
      
        listen(opts)

      


        Starts a listener for opts.



    


    
      
        listen_many(opts)

      


        Starts count UDP DatagramServers on one port with reuseport: true.



    


    
      
        serve(handler, opts \\ [])

      


        Starts a listener with atom-friendly defaults.



    





      


      
        Functions

        


    

  
    
      
    
    
      dial(handler, opts \\ [])



        
          
        

    

  


  

      

          @spec dial(
  atom(),
  keyword()
) :: {:ok, pid()} | {:error, term()}


      


Dials out with atom-friendly defaults and starts a Connection.
Sets :handler from the first argument. Default transport is :tcp with
:length_prefixed framing unless :accumulator or :pipeline is set.
Requires :ip and :port.
UDP has no connect/3; transport: :udp yields {:error, :connect_not_supported}
after normalization. TLS/DTLS need :connect_opts (and usually certs).
Equivalent to Client.connect/1 after normalization.

  



  
    
      
    
    
      listen(opts)



        
          
        

    

  


  

      

          @spec listen(keyword()) :: {:ok, pid() | [pid()]} | {:error, term()}


      


Starts a listener for opts.
Required: :transport, :ip, :port, and either :pipeline or
:accumulator + :handler.
Plain UDP starts DatagramServer. With workers: n and n > 1, starts
n reuseport workers via listen_many/1 and returns {:ok, [pid]}.
Connection-oriented transports (TCP, TLS, DTLS) start Acceptor
(:accept_workers is forwarded).
Transport.SCTP starts Sctp.Listener (optional; returns
{:error, :sctp_not_supported} when the OS/OTP stack has no SCTP).

  



  
    
      
    
    
      listen_many(opts)



        
          
        

    

  


  

      

          @spec listen_many(keyword()) :: {:ok, [pid()]} | {:error, term()}


      


Starts count UDP DatagramServers on one port with reuseport: true.
The first worker binds :port (or 0); remaining workers reuse that port.
Returns {:error, :reuseport_unsupported} when the OS rejects reuseport.

  



    

  
    
      
    
    
      serve(handler, opts \\ [])



        
          
        

    

  


  

      

          @spec serve(atom(), Keyword.t()) :: {:ok, pid() | [pid(), ...]} | {:error, term()}


      


Starts a listener with atom-friendly defaults.
Sets :handler from the first argument. Defaults: transport: :udp,
ip: {0, 0, 0, 0}, port: 0. Framing defaults to :raw for UDP/DTLS and
:length_prefixed (2-byte header) for TCP/TLS unless :accumulator or
:pipeline is already set.
Options
	:transport - :udp | :tcp | :tls | :dtls, or a Transport.* module

	:framing - :raw | :length_prefixed | {:length_prefixed, opts}

	:ip, :port, :assigns, :listen_opts, :workers, :accept_workers
	:accumulator / :pipeline - escape hatches (skip framing default)

Equivalent to listen/1 after normalization. Returns
{:error, :invalid_transport} or {:error, :invalid_framing} on bad atoms.

  


        

      


  

    
XSockets.Acceptor 
    



      
Accept loop for connection-oriented transports (TCP, TLS, DTLS).
What problem this solves
TCP, TLS, and DTLS listeners need a long-lived process that accepts client
connections and hands each socket to a dedicated Connection under
SockSupervisor. This GenServer owns listener metadata (port/1) and runs
one or more linked accept workers (:accept_workers, default 1) against the
same listen socket so DTLS/TLS accept timeouts cannot stall port/1. If an
accept worker exits unexpectedly, it is replaced so the listener stays up.
After accept it transfers socket ownership, then re-arms {active, :once} on
the child so TLS 1.3 application data is not delivered to the acceptor.
Transport.SCTP associations are not accepted here; use Sctp.Listener.
RFCs
	No accept-loop RFC; OTP process supervision applies
	RFC 8656 - TURN over TCP/TLS (common host use)


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        port(pid)

      


        Bound port of a running acceptor (useful when :port was 0).



    


    
      
        start_link(opts)

      


        Listens and starts accepting.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      port(pid)



        
          
        

    

  


  

Bound port of a running acceptor (useful when :port was 0).
Parameters
	pid - acceptor pid from start_link/1


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Listens and starts accepting.
Parameters
opts is a keyword list:
	:transport - XSockets.Transport module (required)
	:ip / :port - bind address (required)
	:pipeline - pipeline module, or omit and pass :accumulator + :handler
	:listen_opts - extra options forwarded to listen/3
	:assigns - map copied onto each Conn
	:accept_timeout - accept wait in milliseconds (default 1000)
	:accept_workers - concurrent accept loops (default 1)
	:connection_supervisor - SockSupervisor name or pid (default SockSupervisor)


  


        

      


  

    
XSockets.Accumulator behaviour
    



      
Per-tier packet framing state machine.
Built-in implementations: XSockets.Accumulator.Raw,
XSockets.Accumulator.LengthPrefixed, and
XSockets.Accumulator.Reorder.
What problem this solves
Stream and datagram transports deliver arbitrary byte chunks. Before a handler
runs, something must decide when a logical packet is complete. Each pipeline
tier owns an accumulator that buffers input via push/3 and yields whole
packets from pop/1.
RFCs
Accumulators implement wire framing, not STUN/TURN semantics:
	RFC 8489 (STUN message length on TCP, pt. 6)
	RFC 5766 / RFC 8656 (TURN ChannelData length fields)

Choose LengthPrefixed or Raw to match the tier's on-the-wire layout.
Bounded buffers
Every implementation should accept a :max_size option that limits how much
data or how many whole packets may be held. Because push/3 returns only
acc(), overflow is typically recorded during push/3 (drop oldest, set a
flag) and surfaced once from the next pop/1 as
{:error, :buffer_overflow, acc}. The engine emits :frame_error telemetry
and continues draining after overflow.

      


      
        Summary


  
    Types
  


    
      
        acc()

      


        Opaque accumulator state. Shape is private to the implementation.



    


    
      
        meta()

      


        Per-packet metadata merged across push/3 calls until a packet is popped.



    





  
    Callbacks
  


    
      
        init(keyword)

      


        Builds initial accumulator state.



    


    
      
        pop(acc)

      


        Extracts one whole packet, or reports that more data is needed.



    


    
      
        push(acc, binary, meta)

      


        Appends chunk and meta to the accumulator. Does not extract packets.



    





      


      
        Types

        


  
    
      
    
    
      acc()



        
          
        

    

  


  

      

          @type acc() :: term()


      


Opaque accumulator state. Shape is private to the implementation.

  



  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: map()


      


Per-packet metadata merged across push/3 calls until a packet is popped.

  


        

      

      
        Callbacks

        


  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: acc()


      


Builds initial accumulator state.
Parameters
	opts - implementation-specific keyword list (:max_size, :header_size, ...)


  



  
    
      
    
    
      pop(acc)



        
          
        

    

  


  

      

          @callback pop(acc()) ::
  {:ok, binary(), meta(), acc()} | {:more, acc()} | {:error, term(), acc()}


      


Extracts one whole packet, or reports that more data is needed.
Parameters
	acc - current state

Returns
	{:ok, packet, meta, acc} - one complete packet
	{:more, acc} - incomplete; wait for another push/3
	{:error, reason, acc} - framing error (:buffer_overflow, ...); drain continues


  



  
    
      
    
    
      push(acc, binary, meta)



        
          
        

    

  


  

      

          @callback push(acc(), binary(), meta()) :: acc()


      


Appends chunk and meta to the accumulator. Does not extract packets.
Parameters
	acc - current state from init/1 or a previous push/3 / pop/1
	chunk - inbound bytes (one datagram, or a stream read)
	meta - metadata merged into the next popped packet


  


        

      


  

    
XSockets.Accumulator.LengthPrefixed 
    



      
Frames packets using a fixed-size length header.
The popped packet is the body only (header is stripped). Multiple packets
in one push/3 are drained by repeated pop/1.
What problem this solves
TCP and TLS deliver a byte stream with no message boundaries. A length prefix
(configurable width and endianness) lets the engine split the stream into
discrete packets before handlers run.
RFCs
	RFC 8489 (STUN over TCP; 2-byte length, pt. 6)
	RFC 5766 / RFC 8656 (TURN ChannelData 4-byte length)
	RFC 9293 (TCP byte-stream transport)

Options
	:header_size - header width in bytes (default: 2)
	:length_offset - byte offset of the length field (default: 0)
	:length_size - width of the length field in bytes (default: header size)
	:endianness - :big or :little (default: :big)
	:length_includes_header - whether length counts the header (default: false)
	:max_size - max buffered bytes before :buffer_overflow (default: 65536)


      


      
        Summary


  
    Functions
  


    
      
        init(opts)

      


        Builds an empty byte buffer with the given header layout.



    


    
      
        pop(acc)

      


        Extracts one body when a complete header+payload is buffered.



    


    
      
        push(acc, chunk, meta)

      


        Appends chunk to the buffer and merges meta.



    





      


      
        Functions

        


  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Builds an empty byte buffer with the given header layout.
Parameters
	opts - see module options
iex> alias XSockets.Accumulator.LengthPrefixed
iex> acc = LengthPrefixed.init(header_size: 2)
iex> acc = LengthPrefixed.push(acc, <<0, 3, "ABC">>, %{})
iex> {:ok, "ABC", %{}, acc} = LengthPrefixed.pop(acc)
iex> elem(LengthPrefixed.pop(acc), 0)
:more



  



  
    
      
    
    
      pop(acc)



        
          
        

    

  


  

Extracts one body when a complete header+payload is buffered.
Parameters
	acc - state after push/3


  



  
    
      
    
    
      push(acc, chunk, meta)



        
          
        

    

  


  

Appends chunk to the buffer and merges meta.
Parameters
	acc - state from init/1
	chunk - more bytes (may be a partial header or several packets)
	meta - merged into the next successfully popped packet


  


        

      


  

    
XSockets.Accumulator.Raw 
    



      
No framing: each push/3 is one immediately poppable packet.
What problem this solves
Datagram transports (UDP, DTLS) and inner tiers that already receive whole
payloads need no length header parsing. Each read or descend push becomes one
handler packet.
RFCs
	RFC 8489 (STUN over UDP; one datagram per message)
	RFC 9147 (DTLS datagram payloads)

Options
	:max_size - maximum queued whole packets (default: 1024)

Overflow drops the oldest packet and surfaces :buffer_overflow on the next
pop/1, then draining continues.

      


      
        Summary


  
    Functions
  


    
      
        init(opts)

      


        Builds an empty packet queue.



    


    
      
        pop(acc)

      


        Dequeues one packet, reports overflow, or returns {:more, acc} when empty.



    


    
      
        push(acc, chunk, meta)

      


        Enqueues chunk as one packet. Drops the oldest entry when over :max_size.



    





      


      
        Functions

        


  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Builds an empty packet queue.
Parameters
	opts - :max_size (default 1024)
iex> acc = XSockets.Accumulator.Raw.init([])
iex> acc = XSockets.Accumulator.Raw.push(acc, "hello", %{n: 1})
iex> {:ok, "hello", %{n: 1}, acc} = XSockets.Accumulator.Raw.pop(acc)
iex> elem(XSockets.Accumulator.Raw.pop(acc), 0)
:more



  



  
    
      
    
    
      pop(acc)



        
          
        

    

  


  

Dequeues one packet, reports overflow, or returns {:more, acc} when empty.
Parameters
	acc - state after push/3


  



  
    
      
    
    
      push(acc, chunk, meta)



        
          
        

    

  


  

Enqueues chunk as one packet. Drops the oldest entry when over :max_size.
Parameters
	acc - state from init/1
	chunk - the whole packet
	meta - metadata returned with this packet from pop/1


  


        

      


  

    
XSockets.Accumulator.Reorder 
    



      
Reordering decorator over any inner Accumulator.
Whole packets from the inner accumulator are tagged with an integer key via
key_fun.(packet, meta). Keys must be contiguous for in-order release,
starting at the first key observed. Packets tagged :unordered skip the
reorder buffer.
What problem this solves
UDP and relay paths can deliver packets out of order. Wrapping an inner
accumulator with sequence keys lets a tier release contiguous packets to the
handler while bounding latency and buffer size.
RFCs
No STUN/TURN RFC; optional sequencing helper for relay or media tiers.
Sequence numbers may mirror RFC 3550
(RTP) when key_fun/2 extracts them, but this module does not parse RTP.
Options
	:inner - inner accumulator module (default: Accumulator.Raw)
	:inner_opts - options passed to inner.init/1
	:key_fun - required (packet, meta) -> integer() | :unordered

	:name - config lookup key for Config.reorder_opts/2
	:window, :max_delay_ms, :on_overflow, :enabled - tunables via
config and/or explicit opts (Config.reorder_opts/2)
	:clock - injectable clock, defaults to System.monotonic_time/1
	:max_size - bound on the ready queue (default: 1024)


      


      
        Summary


  
    Functions
  


    
      
        init(opts)

      


        Builds reorder state. Raises if :key_fun is missing.



    


    
      
        pop(acc)

      


        Releases the next in-order packet, or {:more, acc} while a gap remains.



    


    
      
        push(acc, chunk, meta)

      


        Pushes chunk into the inner accumulator.



    





      


      
        Functions

        


  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Builds reorder state. Raises if :key_fun is missing.
Parameters
	opts - see module options
iex> keyfun = fn <<n, ::binary>>,  -> n end
iex> acc = XSockets.Accumulator.Reorder.init(key_fun: key_fun)
iex> acc =
...>   acc
...>   |> XSockets.Accumulator.Reorder.push(<<2>>, %{})
...>   |> XSockets.Accumulator.Reorder.push(<<1>>, %{})
iex> {:ok, <<1>>, , acc} = XSockets.Accumulator.Reorder.pop(acc)
iex> {:ok, <<2>>, _, acc} = XSockets.Accumulator.Reorder.pop(acc)
iex> elem(XSockets.Accumulator.Reorder.pop(acc), 0)
:more



  



  
    
      
    
    
      pop(acc)



        
          
        

    

  


  

Releases the next in-order packet, or {:more, acc} while a gap remains.
Parameters
	acc - state after push/3


  



  
    
      
    
    
      push(acc, chunk, meta)



        
          
        

    

  


  

Pushes chunk into the inner accumulator.
Parameters
	acc - state from init/1
	chunk - bytes for the inner accumulator
	meta - forwarded to key_fun after the inner pop/1


  


        

      


  

    
XSockets.Application 
    



      
OTP application that optionally starts socket supervisors.
What problem this solves
Hosts previously had to start SockSupervisor and TierSupervisor.* before
any listener. When Config.start_supervisors?/0 is true (default), this
application starts them under XSockets.Supervisor. Set
config :xsockets, start_supervisors: false to bring your own tree.
XSockets.RateLimit.Table always starts so rate-limit ETS rows can be swept.
RFCs
No STUN/TURN RFC; OTP application bootstrap.

      


      
        Summary


  
    Functions
  


    
      
        children()

      


        Child specs started when Config.start_supervisors?/0 is true.



    





      


      
        Functions

        


  
    
      
    
    
      children()



        
          
        

    

  


  

      

          @spec children() :: [Supervisor.child_spec()]


      


Child specs started when Config.start_supervisors?/0 is true.
Returns [] when supervisors are disabled so hosts can bring their own tree.

  


        

      


  

    
XSockets.Client 
    



      
Outbound dialer that runs the same drain loop as accepted connections.
What problem this solves
Hosts that dial out (for example TCP clients) need to connect and then
frame/dispatch with the same Engine path as inbound Acceptor children.
connect/1 dials via the transport, then starts a Connection under
SockSupervisor.
RFCs
	No dialer RFC; optional host use includes RFC 6062 TURN TCP


      


      
        Summary


  
    Functions
  


    
      
        connect(opts)

      


        Dials ip/port and starts a Connection for the socket.



    





      


      
        Functions

        


  
    
      
    
    
      connect(opts)



        
          
        

    

  


  

      

          @spec connect(keyword()) :: {:ok, pid()} | {:error, term()}


      


Dials ip/port and starts a Connection for the socket.
Required: :transport, :ip, :port, and either :pipeline or
:accumulator + :handler.
Supports transports that implement optional connect/3 (XSockets.Transport.TCP,
XSockets.Transport.TLS). Merge XSockets.Transport.TLS.security_opts/1 into
:connect_opts for server or mutual TLS.

  


        

      


  

    
XSockets.Config 
    



      
Runtime configuration for :xsockets.
Lookup order for get/2: host app (:config_app), then :xsockets,
then the caller's default.
Set config :xsockets, config_app: :my_app so config :my_app, ...
overrides library defaults without copying every key.
What problem this solves
Deployments need tunable buffer sizes, UDP session limits, reorder windows,
and control-plane rate limits without hard-coding constants in transport and
engine modules.
RFCs
No transport RFC; operational defaults for socket listeners.
Rate limiting is intended for control-plane request bursts, not high-rate
media (see check_rate_limit/1).

      


      
        Summary


  
    Functions
  


    
      
        active_socket_opts()

      


        Socket options to re-arm UDP/TCP listeners and relay sockets after each read.



    


    
      
        buffer_size()

      


        Per-connection receive/send buffer size in bytes. Default 262_144.



    


    
      
        check_rate_limit(client_ip)

      


        Fixed-window request counter for one client IP.



    


    
      
        datagram_write_on_error()

      


        UDP outbound send-failure policy for per-peer write queues.



    


    
      
        engine_rate_limit?()

      


        When true, Engine.push_and_drain/9 calls the configured rate_limiter
module (default XSockets.RateLimit.FixedWindow) when conn.client_ip is
set. Default true.



    


    
      
        get(key, default \\ nil)

      


        Looks up key with host-app precedence.



    


    
      
        listener_buffer_size()

      


        Buffer size for shared listener sockets (UDP listen, TCP accept).



    


    
      
        max_udp_sessions()

      


        Maximum concurrent per-peer UDP sessions. Default 100_000.



    


    
      
        pool_on_overflow()

      


        Default pool overflow policy for dispatch: :pool tiers without an explicit
:on_overflow. One of :drop or :inline_fallback. Default :drop.



    


    
      
        rate_limit_enabled?()

      


        Whether check_rate_limit/1 is armed. Default true.



    


    
      
        rate_limit_sweep_interval_ms()

      


        Interval for sweeping stale rate-limit ETS rows. Default 60_000 ms.



    


    
      
        rate_limiter()

      


        Module implementing XSockets.RateLimit. Default XSockets.RateLimit.FixedWindow.



    


    
      
        reorder_opts(name, opts)

      


        Merged reorder tunables for a named tier.



    


    
      
        send_timeout_ms()

      


        Optional :send_timeout (ms) applied before Engine replies on stream
sockets. nil leaves the socket default. Default 5000.



    


    
      
        server_ip6()

      


        Advertised IPv6 bind address. Default {0, 0, 0, 0, 0, 0, 0, 0}.



    


    
      
        server_ip()

      


        Advertised IPv4 bind address. Default {0, 0, 0, 0}.



    


    
      
        server_local_ip6()

      


        Local IPv6 address used when sockname/1 is unavailable.
Default {0, 0, 0, 0, 0, 0, 0, 0}.



    


    
      
        server_local_ip()

      


        Local IPv4 address used when sockname/1 is unavailable. Default {0, 0, 0, 0}.



    


    
      
        ssl_handshake_timeout()

      


        TLS/DTLS handshake timeout in milliseconds. Default 10_000.



    


    
      
        start_supervisors?()

      


        Whether XSockets.Application starts Sock/Tier supervisors. Default true.



    


    
      
        tier_pool_size()

      


        Default :pool dispatch size when a tier omits :pool_size.
Falls back to System.schedulers_online/0.



    


    
      
        udp_active_n()

      


        UDP {active, N} batch size. 1 means active: :once. Default 32.



    


    
      
        udp_session_idle_ms()

      


        Idle lifetime for per-peer UDP sessions, in milliseconds. Default 30_000.



    


    
      
        udp_session_sweep_ms()

      


        Interval for sweeping idle UDP sessions, in milliseconds. Default 5_000.



    


    
      
        write_queue_max()

      


        Max queued outbound iodata entries on a stream Connection write queue.
Overflow drops the newest entry and emits :write_queue_overflow. Default 32.



    





      


      
        Functions

        


  
    
      
    
    
      active_socket_opts()



        
          
        

    

  


  

      

          @spec active_socket_opts() :: keyword()


      


Socket options to re-arm UDP/TCP listeners and relay sockets after each read.
Uses {active, N} when udp_active_n/0 > 1, else active: :once.

  



  
    
      
    
    
      buffer_size()



        
          
        

    

  


  

      

          @spec buffer_size() :: pos_integer()


      


Per-connection receive/send buffer size in bytes. Default 262_144.

  



  
    
      
    
    
      check_rate_limit(client_ip)



        
          
        

    

  


  

      

          @spec check_rate_limit(:inet.ip_address()) :: :ok | {:error, :rate_limited}


      


Fixed-window request counter for one client IP.
Intended for control-plane requests only. Do not apply this to relayed
media: a request-shaped budget is exhausted in seconds at packet rates.
Each IP holds one row (window index + count), so check and update are O(1).
Parameters
	client_ip - peer address used as the ETS key
iex> XSockets.Config.check_rate_limit({203, 0, 113, 1})
:ok



  



  
    
      
    
    
      datagram_write_on_error()



        
          
        

    

  


  

      

          @spec datagram_write_on_error() :: :retry_peer | :drop


      


UDP outbound send-failure policy for per-peer write queues.
	:retry_peer (default) - keep the queue and retry with backoff; always re-arm reads
	:drop - clear the peer queue on send error (prefer listener liveness only)


  



  
    
      
    
    
      engine_rate_limit?()



        
          
        

    

  


  

      

          @spec engine_rate_limit?() :: boolean()


      


When true, Engine.push_and_drain/9 calls the configured rate_limiter
module (default XSockets.RateLimit.FixedWindow) when conn.client_ip is
set. Default true.

  



    

  
    
      
    
    
      get(key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(atom(), any()) :: any()


      


Looks up key with host-app precedence.
Parameters
	key - atom stored under :xsockets or the host :config_app

	default - returned when neither application defines key
iex> XSockets.Config.get(:absent_doctest_key, :fallback)
:fallback



  



  
    
      
    
    
      listener_buffer_size()



        
          
        

    

  


  

      

          @spec listener_buffer_size() :: pos_integer()


      


Buffer size for shared listener sockets (UDP listen, TCP accept).
Defaults to 4_194_304 so the kernel queue can absorb bursts while workers
drain. Relay sockets set their own buffers in Transport.UDP.open_relay/2.

  



  
    
      
    
    
      max_udp_sessions()



        
          
        

    

  


  

      

          @spec max_udp_sessions() :: pos_integer()


      


Maximum concurrent per-peer UDP sessions. Default 100_000.

  



  
    
      
    
    
      pool_on_overflow()



        
          
        

    

  


  

      

          @spec pool_on_overflow() :: :drop | :inline_fallback


      


Default pool overflow policy for dispatch: :pool tiers without an explicit
:on_overflow. One of :drop or :inline_fallback. Default :drop.

  



  
    
      
    
    
      rate_limit_enabled?()



        
          
        

    

  


  

      

          @spec rate_limit_enabled?() :: boolean()


      


Whether check_rate_limit/1 is armed. Default true.

  



  
    
      
    
    
      rate_limit_sweep_interval_ms()



        
          
        

    

  


  

      

          @spec rate_limit_sweep_interval_ms() :: pos_integer()


      


Interval for sweeping stale rate-limit ETS rows. Default 60_000 ms.

  



  
    
      
    
    
      rate_limiter()



        
          
        

    

  


  

      

          @spec rate_limiter() :: module()


      


Module implementing XSockets.RateLimit. Default XSockets.RateLimit.FixedWindow.

  



  
    
      
    
    
      reorder_opts(name, opts)



        
          
        

    

  


  

      

          @spec reorder_opts(
  atom() | nil,
  keyword()
) :: keyword()


      


Merged reorder tunables for a named tier.
Precedence (lowest to highest): library defaults, :xsockets :reorder
config, host :config_app :reorder config, explicit keys in opts.
Parameters
	name - tier lookup key (e.g. :rtp), or nil for library defaults only

	opts - explicit overrides (:enabled, :window, :max_delay_ms, :on_overflow)
iex> opts = XSockets.Config.reorder_opts(nil, [])
iex> opts[:window]
16
iex> opts[:enabled]
true
iex> opts[:on_overflow]
:flush_oldest



  



  
    
      
    
    
      send_timeout_ms()



        
          
        

    

  


  

      

          @spec send_timeout_ms() :: pos_integer() | nil


      


Optional :send_timeout (ms) applied before Engine replies on stream
sockets. nil leaves the socket default. Default 5000.

  



  
    
      
    
    
      server_ip6()



        
          
        

    

  


  

      

          @spec server_ip6() :: :inet.ip_address()


      


Advertised IPv6 bind address. Default {0, 0, 0, 0, 0, 0, 0, 0}.

  



  
    
      
    
    
      server_ip()



        
          
        

    

  


  

      

          @spec server_ip() :: :inet.ip_address()


      


Advertised IPv4 bind address. Default {0, 0, 0, 0}.

  



  
    
      
    
    
      server_local_ip6()



        
          
        

    

  


  

      

          @spec server_local_ip6() :: :inet.ip_address()


      


Local IPv6 address used when sockname/1 is unavailable.
Default {0, 0, 0, 0, 0, 0, 0, 0}.

  



  
    
      
    
    
      server_local_ip()



        
          
        

    

  


  

      

          @spec server_local_ip() :: :inet.ip_address()


      


Local IPv4 address used when sockname/1 is unavailable. Default {0, 0, 0, 0}.

  



  
    
      
    
    
      ssl_handshake_timeout()



        
          
        

    

  


  

      

          @spec ssl_handshake_timeout() :: pos_integer()


      


TLS/DTLS handshake timeout in milliseconds. Default 10_000.

  



  
    
      
    
    
      start_supervisors?()



        
          
        

    

  


  

      

          @spec start_supervisors?() :: boolean()


      


Whether XSockets.Application starts Sock/Tier supervisors. Default true.

  



  
    
      
    
    
      tier_pool_size()



        
          
        

    

  


  

      

          @spec tier_pool_size() :: pos_integer()


      


Default :pool dispatch size when a tier omits :pool_size.
Falls back to System.schedulers_online/0.

  



  
    
      
    
    
      udp_active_n()



        
          
        

    

  


  

      

          @spec udp_active_n() :: pos_integer()


      


UDP {active, N} batch size. 1 means active: :once. Default 32.

  



  
    
      
    
    
      udp_session_idle_ms()



        
          
        

    

  


  

      

          @spec udp_session_idle_ms() :: pos_integer()


      


Idle lifetime for per-peer UDP sessions, in milliseconds. Default 30_000.

  



  
    
      
    
    
      udp_session_sweep_ms()



        
          
        

    

  


  

      

          @spec udp_session_sweep_ms() :: pos_integer()


      


Interval for sweeping idle UDP sessions, in milliseconds. Default 5_000.

  



  
    
      
    
    
      write_queue_max()



        
          
        

    

  


  

      

          @spec write_queue_max() :: pos_integer()


      


Max queued outbound iodata entries on a stream Connection write queue.
Overflow drops the newest entry and emits :write_queue_overflow. Default 32.

  


        

      


  

    
XSockets.Conn 
    



      
Transport-level connection context passed to handlers.
Built by Connection (streams) or DatagramServer (datagrams). Handlers
read addresses and assigns; they do not own the socket.
iex> conn = %XSockets.Conn{client_ip: {127, 0, 0, 1}, client_port: 3478}
iex> conn.client_port
3478
iex> conn.assigns
%{}
What problem this solves
Handler callbacks need peer and local 5-tuple data plus caller metadata without
exposing raw socket ownership. %Conn{} is the stable read-only view
Host handlers use for logging,
rate limits, and reply routing.
RFCs
Addresses and ports identify the peer and local endpoint for logging, rate
limits, and reply routing. Common host use includes ICE/STUN/TURN 5-tuples
(RFC 8489,
RFC 8656,
RFC 8445).

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Connection context passed to XSockets.Handler callbacks.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XSockets.Conn{
  assigns: map(),
  client_ip: :inet.ip_address() | nil,
  client_port: :inet.port_number() | nil,
  listener: pid() | nil,
  server_ip: :inet.ip_address() | nil,
  server_port: :inet.port_number() | nil,
  socket: term()
}


      


Connection context passed to XSockets.Handler callbacks.
Fields
	:listener - Acceptor or DatagramServer pid, if any
	:socket - opaque transport socket handle
	:client_ip - peer IP; updated per datagram on UDP
	:client_port - peer port; updated per datagram on UDP
	:server_ip - local bind IP
	:server_port - local bind port
	:assigns - caller-supplied map; unchanged by the engine


  


        

      


  

    
XSockets.Connection 
    



      
Per-connection process: owns accumulator state and fully drains after each read.
Started by Acceptor via SockSupervisor. One process per accepted stream
(TCP/TLS). Datagrams use DatagramServer instead.
Internal API. Started by the library acceptor; host applications normally
configure pipelines on listeners rather than starting this GenServer directly.
What problem this solves
Stream sockets need a dedicated process to hold per-connection accumulator and
handler state, re-arm {active, N} reads, and drain the full pipeline after
every chunk so partial frames never stall the acceptor. When outbound sends
block or the handler returns {:busy, state}, a bounded write queue defers
re-arm until the queue drains. Failed sends retry via piggyback flush on the
next connection message plus a single coalesced adaptive backoff timer.
RFCs
	No connection-process RFC; common host use includes STUN/TURN over TCP/TLS
(RFC 8489,
RFC 8656) and
RFC 8446 TLS


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Temporary child spec so a dead connection is not restarted.



    


    
      
        start_link(opts)

      


        Starts a connection process for an already-accepted socket.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Temporary child spec so a dead connection is not restarted.
Parameters
	opts - same keyword list as start_link/1


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Starts a connection process for an already-accepted socket.
Parameters
opts is a keyword list:
	:transport - XSockets.Transport module (required)
	:socket - accepted client socket (required)
	:pipeline - pipeline module, or omit and pass :accumulator + :handler
	:listener - acceptor pid
	:assigns - map copied onto Conn
	:handler_state - initial handler state when handle_connect/1 is absent
	:tick_interval_ms - optional drain tick for reorder timeouts


  


        

      


  

    
XSockets.DatagramServer 
    



      
Datagram listener that drains every whole packet from each inbound datagram.
What problem this solves
UDP (and similar datagram) listeners deliver one or more logical messages per
datagram. A single GenServer owns the listen socket, arms active-once reads,
and runs the shared Engine drain loop so coalesced packets in one datagram
are all dispatched before the next receive. Multi-tier pipelines can keep
per-peer session state; otherwise each datagram is framed independently.
Default transport is Transport.UDP. Use socket/1 and endpoint/1 when a
reply must leave a different local endpoint (for example RFC 5780).
Stream write backpressure ({:busy, state} / write queues) differs here:
datagram listeners always re-arm {active, N} rather than stalling the socket.
On outbound send failure, Config.datagram_write_on_error/0 is :retry_peer
(keep the peer queue and retry) or :drop (clear the queue). Plain
{:busy, state} without iodata is a no-op on UDP.
RFCs
	RFC 768 - UDP
	Common host use: RFC 8489 STUN,
RFC 8656 TURN,
RFC 5780 NAT discovery


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        endpoint(pid)

      


        Returns {server_ip, server_port} for the bound listener.



    


    
      
        port(pid)

      


        Bound port of a running server (useful when :port was 0).



    


    
      
        socket(pid)

      


        Returns the listen socket owned by pid.



    


    
      
        start_link(opts)

      


        Opens a datagram listener.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      endpoint(pid)



        
          
        

    

  


  

      

          @spec endpoint(pid()) :: {:inet.ip_address(), :inet.port_number()}


      


Returns {server_ip, server_port} for the bound listener.

  



  
    
      
    
    
      port(pid)



        
          
        

    

  


  

Bound port of a running server (useful when :port was 0).
Parameters
	pid - server pid from start_link/1


  



  
    
      
    
    
      socket(pid)



        
          
        

    

  


  

      

          @spec socket(pid()) :: term()


      


Returns the listen socket owned by pid.
Used when a reply must be sent from a different local endpoint than the
socket that received the datagram (RFC 5780 CHANGE-REQUEST).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Opens a datagram listener.
Parameters
opts is a keyword list:
	:ip / :port - bind address (required)
	:transport - transport module (default Transport.UDP)
	:pipeline - pipeline module, or omit and pass :accumulator + :handler
	:listen_opts - extra options forwarded to listen/3
	:assigns - map copied onto each datagram's Conn
	:handler_state - initial handler state for stateless datagrams
	:tick_interval_ms - optional drain tick (also enables per-peer sessions
when the pipeline has more than :root)


  


        

      


  

    
XSockets.Engine 
    



      
Drain loop: pop every whole packet from a tier, dispatch the handler, repeat.
Connection and DatagramServer call push_and_drain/9 after each read.
drain/8 is used for timer ticks (reorder timeouts) without a new chunk.
Internal API. Used by XSockets.Connection, DatagramServer, and
TierSession; not part of the public application surface for host apps.
What problem this solves
Socket reads can carry partial frames, multiple frames, or nested protocol
layers. The engine pushes bytes into accumulators, drains every complete
packet, runs handlers, sends replies, and follows {:descend, tier, ...}
into other tiers (inline or async) until the accumulator needs more data.
RFCs
No STUN/TURN RFC; framing/dispatch infrastructure for host listeners.

      


      
        Summary


  
    Types
  


    
      
        drain_action()

      


        Drain pass outcome: continue (:ok), stop the connection (:close), pause
further pops (:busy), or pause and hand failed reply bytes to the owner
({:busy, iodata}).



    


    
      
        drain_result()

      


        Result of a drain pass: updated accumulators, handler states, async tier
pids, and a drain_action/0.



    





  
    Functions
  


    
      
        drain(pipeline, tier_key, conn, accs, states, tier_sessions, transport_mod, owner_pid)

      


        Pops whole packets from tier_key until the accumulator returns {:more, _}.



    


    
      
        push_and_drain(pipeline, chunk, meta, conn, accs, states, tier_sessions, transport_mod, owner_pid)

      


        Pushes chunk into :root, then drains from :root.



    





      


      
        Types

        


  
    
      
    
    
      drain_action()



        
          
        

    

  


  

      

          @type drain_action() :: :ok | :close | :busy | {:busy, iodata()}


      


Drain pass outcome: continue (:ok), stop the connection (:close), pause
further pops (:busy), or pause and hand failed reply bytes to the owner
({:busy, iodata}).

  



  
    
      
    
    
      drain_result()



        
          
        

    

  


  

      

          @type drain_result() :: {map(), map(), map(), drain_action()}


      


Result of a drain pass: updated accumulators, handler states, async tier
pids, and a drain_action/0.

  


        

      

      
        Functions

        


  
    
      
    
    
      drain(pipeline, tier_key, conn, accs, states, tier_sessions, transport_mod, owner_pid)



        
          
        

    

  


  

      

          @spec drain(
  XSockets.Pipeline.t(),
  atom(),
  XSockets.Conn.t(),
  map(),
  map(),
  map(),
  module(),
  pid()
) :: drain_result()


      


Pops whole packets from tier_key until the accumulator returns {:more, _}.
Handler {:reply, _, _} is sent on conn.socket. {:descend, next, payload, _}
pushes payload into next. {:close, _} stops the connection after this pass.
{:busy, _} stops further pops (owner may flush a write queue later).
Framing errors emit :frame_error and continue.
Parameters
	pipeline - compiled pipeline
	tier_key - tier to drain (:root, ...)
	conn - connection context used for replies
	accs - map of tier name to accumulator state
	states - map of tier name to handler state
	tier_sessions - map of async tier name to session pid
	transport_mod - XSockets.Transport implementation
	owner_pid - connection or datagram-server process


  



  
    
      
    
    
      push_and_drain(pipeline, chunk, meta, conn, accs, states, tier_sessions, transport_mod, owner_pid)



        
          
        

    

  


  

      

          @spec push_and_drain(
  XSockets.Pipeline.t(),
  binary(),
  map(),
  XSockets.Conn.t(),
  map(),
  map(),
  map(),
  module(),
  pid()
) :: drain_result()


      


Pushes chunk into :root, then drains from :root.
When Config.engine_rate_limit?/0 is true and conn.client_ip is set,
Config.rate_limiter/0 (default XSockets.RateLimit.FixedWindow) runs
first. Rate-limited chunks are dropped (telemetry :rate_limit_exceeded)
without updating accumulator state. FixedWindow gates datagram framing
only; use XSockets.RateLimit.PerConnection for stream-capable limiting.
Parameters
	pipeline - compiled pipeline
	chunk - inbound bytes from handle_message/2
	meta - packet metadata (:from, :received_at, ...)
	conn - connection context
	accs / states / tier_sessions - session maps
	transport_mod - transport used for {:reply, _, _}
	owner_pid - owning process


  


        

      


  

    
XSockets.Handler behaviour
    



      
Business logic for one pipeline tier.
handle_packet/4 is required. handle_connect/1 and handle_disconnect/2
are optional.
Return values from handle_packet/4:
	{:ok, state} - packet consumed, no reply
	{:reply, iodata(), state} - send iodata on the same connection
	{:descend, tier, payload, state} - push payload into another named tier
	{:close, state} - stop the connection after this packet
	{:busy, state} - packet consumed; stop further drain until the owner
flushes outbound writes (see Connection write queue)

What problem this solves
After an accumulator yields a whole packet, something must interpret it.
Host applications implement this behaviour per tier so protocol logic stays
out of the generic drain engine.
RFCs
This behaviour only defines the callback contract; it does not parse messages.
Host handlers commonly implement STUN/TURN/ICE (RFC 8489 / 8656 / 8445) or
other application protocols atop the same drain loop.

      


      
        Summary


  
    Types
  


    
      
        meta()

      


        Packet metadata from the accumulator (:from, :received_at, ...).



    


    
      
        state()

      


        Opaque handler state, returned from handle_connect/1 or handle_packet/4.



    





  
    Callbacks
  


    
      
        handle_connect(t)

      


        Called once when a stream connection is accepted (not used on stateless UDP).



    


    
      
        handle_disconnect(term, state)

      


        Called when the connection process exits.



    


    
      
        handle_packet(binary, meta, t, state)

      


        Handles one whole packet from this tier's accumulator.



    





      


      
        Types

        


  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: map()


      


Packet metadata from the accumulator (:from, :received_at, ...).

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      


Opaque handler state, returned from handle_connect/1 or handle_packet/4.

  


        

      

      
        Callbacks

        


  
    
      
    
    
      handle_connect(t)


        (optional)


        
          
        

    

  


  

      

          @callback handle_connect(XSockets.Conn.t()) :: {:ok, state()}


      


Called once when a stream connection is accepted (not used on stateless UDP).
Parameters
	conn - transport context (XSockets.Conn)


  



  
    
      
    
    
      handle_disconnect(term, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_disconnect(term(), state()) :: :ok


      


Called when the connection process exits.
Parameters
	reason - exit reason (:normal, :tcp_closed, ...)
	state - last handler state


  



  
    
      
    
    
      handle_packet(binary, meta, t, state)



        
          
        

    

  


  

      

          @callback handle_packet(binary(), meta(), XSockets.Conn.t(), state()) ::
  {:ok, state()}
  | {:reply, iodata(), state()}
  | {:descend, atom(), binary(), state()}
  | {:close, state()}
  | {:busy, state()}


      


Handles one whole packet from this tier's accumulator.
Parameters
	packet - framed payload (header stripped for length-prefixed tiers)
	meta - accumulator metadata for this packet
	conn - connection context (addresses, socket, assigns)
	state - previous handler state


  


        

      


  

    
XSockets.Pipeline 
    



      
Declarative multi-tier pipeline specification.
use XSockets.Pipeline

tier :root,
  accumulator: {XSockets.Accumulator.LengthPrefixed, header_size: 2},
  handler: MyApp.Handlers.Root

tier :inner,
  accumulator: XSockets.Accumulator.Raw,
  handler: MyApp.Handlers.Inner,
  dispatch: :pool,
  pool_size: 8
Every pipeline must declare :root. Duplicate tier names fail at compile time.
Acceptor / DatagramServer also accept the legacy {accumulator, handler}
pair, which resolve/1 turns into a single-tier pipeline.
What problem this solves
Host listeners peel protocol layers
(for example STUN length framing, then TURN channel data) before handing work
to handlers. A compile-time tier/2 macro records each layer's accumulator,
handler, and dispatch mode so acceptors resolve a single runtime %Pipeline{}.
RFCs
No STUN/TURN RFC; framing/dispatch infrastructure for host listeners.
Host handlers implement RFC 8489 /
RFC 8656 parsing above this layer.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Compiled pipeline resolved from a module or legacy pair.



    





  
    Functions
  


    
      
        __using__(opts)

      


        Imports tier/2 and compiles __tiers__/0 / __tier_spec__/1.



    


    
      
        fresh_session(pipeline, opts)

      


        Builds fresh root-tier session maps for a single datagram (stateless UDP).



    


    
      
        init_session(pipeline, conn, opts)

      


        Initializes root-tier accumulator and handler state for a stream connection.



    


    
      
        multi_tier?(pipeline)

      


        Returns true when the pipeline declares more than the mandatory :root tier.



    


    
      
        resolve(pipeline_mod)

      


        Resolves a compiled pipeline module or {accumulator, handler} sugar
into a runtime %Pipeline{}.



    


    
      
        tier(name, opts)

      


        Declares one named tier on the using module.



    


    
      
        tier_spec(pipeline, key)

      


        Returns the %Pipeline.Tier{} for key.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XSockets.Pipeline{
  tiers: %{required(atom()) => XSockets.Pipeline.Tier.t()}
}


      


Compiled pipeline resolved from a module or legacy pair.
Fields
	:tiers - map of tier name atom to %XSockets.Pipeline.Tier{}


  


        

      

      
        Functions

        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

Imports tier/2 and compiles __tiers__/0 / __tier_spec__/1.
Parameters
	_opts - unused use options (accepted for API stability)


  



  
    
      
    
    
      fresh_session(pipeline, opts)



        
          
        

    

  


  

      

          @spec fresh_session(
  t(),
  keyword()
) :: {map(), map()}


      


Builds fresh root-tier session maps for a single datagram (stateless UDP).
Parameters
	pipeline - struct from resolve/1

	opts - :handler_state stored under :root
iex> p = XSockets.Pipeline.resolve({XSockets.Accumulator.Raw, :handler})
iex> {accs, states} = XSockets.Pipeline.fresh_session(p, handler_state: :idle)
iex> Map.keys(accs)
[:root]
iex> states
%{root: :idle}



  



  
    
      
    
    
      init_session(pipeline, conn, opts)



        
          
        

    

  


  

      

          @spec init_session(t(), XSockets.Conn.t(), keyword()) :: {map(), map()}


      


Initializes root-tier accumulator and handler state for a stream connection.
Calls handle_connect/1 when the root handler exports it.
Parameters
	pipeline - struct from resolve/1
	conn - new connection context
	opts - :handler_state used when handle_connect/1 is absent


  



  
    
      
    
    
      multi_tier?(pipeline)



        
          
        

    

  


  

      

          @spec multi_tier?(t()) :: boolean()


      


Returns true when the pipeline declares more than the mandatory :root tier.
Parameters
	pipeline - struct from resolve/1


  



  
    
      
    
    
      resolve(pipeline_mod)



        
          
        

    

  


  

      

          @spec resolve(module() | {XSockets.Spec.spec(), module()}) :: t()


      


Resolves a compiled pipeline module or {accumulator, handler} sugar
into a runtime %Pipeline{}.
Parameters
	pipeline - a module that uses this one, or {accumulator_spec, handler_mod}
iex> p = XSockets.Pipeline.resolve({XSockets.Accumulator.Raw, :handler})
iex> XSockets.Pipeline.multi_tier?(p)
false
iex> spec = XSockets.Pipeline.tier_spec(p, :root)
iex> spec.accumulator
XSockets.Accumulator.Raw
iex> spec.handler
:handler
iex> spec.dispatch
:inline



  



  
    
      
    
    
      tier(name, opts)


        (macro)


        
          
        

    

  


  

Declares one named tier on the using module.
Parameters
	name - atom key (:root is required on every pipeline)
	opts - :accumulator and :handler (required); optional :dispatch
(:inline | :task | :pool), :pool_size, :task_supervisor,
:pool_supervisor


  



  
    
      
    
    
      tier_spec(pipeline, key)



        
          
        

    

  


  

      

          @spec tier_spec(t(), atom()) :: XSockets.Pipeline.Tier.t()


      


Returns the %Pipeline.Tier{} for key.
Raises if key was not declared.
Parameters
	pipeline - struct from resolve/1
	key - tier name (:root, ...)


  


        

      


  

    
XSockets.Pipeline.Tier 
    



      
One compiled pipeline tier: accumulator, handler, and dispatch strategy.
iex> tier = %XSockets.Pipeline.Tier{
...>   accumulator: XSockets.Accumulator.Raw,
...>   accumulator_opts: [],
...>   handler: :my_handler
...> }
iex> tier.dispatch
:inline
iex> tier.pool_size
nil
What problem this solves
Each pipeline layer needs a frozen snapshot of which accumulator module,
handler module, and dispatch strategy (:inline, :task, or :pool) the
engine will use at runtime. %Tier{} is that snapshot after compile-time
tier/2 expansion.
RFCs
No STUN/TURN RFC; framing/dispatch infrastructure for host listeners.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Runtime tier record produced by Pipeline.tier/2.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XSockets.Pipeline.Tier{
  accumulator: module(),
  accumulator_opts: keyword(),
  dispatch: :inline | :task | :pool,
  handler: module(),
  on_overflow: :drop | :inline_fallback,
  pool_size: pos_integer() | nil,
  pool_supervisor: atom(),
  task_supervisor: atom()
}


      


Runtime tier record produced by Pipeline.tier/2.
Fields
	:accumulator - XSockets.Accumulator module for this tier
	:accumulator_opts - keyword list passed to accumulator.init/1
	:handler - XSockets.Handler implementation module
	:dispatch - :inline (same process), :task, or :pool
	:pool_size - max pool children when dispatch: :pool; nil uses config
	:on_overflow - :drop or :inline_fallback when the pool is full
	:task_supervisor - named supervisor for dispatch: :task
	:pool_supervisor - named supervisor for dispatch: :pool


  


        

      


  

    
XSockets.RateLimit behaviour
    



      
Behaviour for Engine inbound rate limiting.
What problem this solves
Hosts need different budgets for datagram control traffic versus stream
connections. The Engine calls the configured limiter module before framing
when Config.engine_rate_limit?/0 is true. Swap modules via
config :xsockets, rate_limiter: MyLimiter.
RFCs
No transport RFC; operational control-plane protection.

      


      
        Summary


  
    Callbacks
  


    
      
        check(t, transport, meta)

      


        Returns :ok to accept the chunk or {:error, :rate_limited} to drop it.



    





      


      
        Callbacks

        


  
    
      
    
    
      check(t, transport, meta)



        
          
        

    

  


  

      

          @callback check(XSockets.Conn.t(), transport :: module(), meta :: map()) ::
  :ok | {:error, :rate_limited}


      


Returns :ok to accept the chunk or {:error, :rate_limited} to drop it.

  


        

      


  

    
XSockets.RateLimit.FixedWindow 
    



      
Default Engine rate limiter: fixed window per client IP for datagram framing.
What problem this solves
Preserves the 1.0 Engine policy: only transports with framing() == :datagram
are gated. Stream transports always pass. For TCP/TLS gating set
config :xsockets, rate_limiter: XSockets.RateLimit.PerConnection. Uses the
shared :xsockets_rate_limits ETS table via RateLimit.Window.
RFCs
No transport RFC; operational control-plane protection.

      




  

    
XSockets.RateLimit.PerConnection 
    



      
Fixed-window rate limiter keyed by {client_ip, client_port} for all framings.
What problem this solves
Opt-in replacement for the default FixedWindow (datagram-only). Hosts that
want Engine gating on TCP/TLS (and UDP) set
config :xsockets, rate_limiter: XSockets.RateLimit.PerConnection. Uses the
same window/max knobs and ETS table via XSockets.RateLimit.Window.
RFCs
No transport RFC; operational control-plane protection.

      




  

    
XSockets.RateLimit.Table 
    



      
Owns the :xsockets_rate_limits ETS table and sweeps stale window rows.
What problem this solves
Rate-limit rows accumulate one entry per seen key. Without a sweep, scanners
grow the table forever. This process creates the named table and periodically
deletes rows whose window index is older than the current window.
Always started from XSockets.Application (independent of SockSupervisor).
RFCs
No transport RFC; operational housekeeping.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        ensure!()

      


        Ensures the named ETS table exists; returns the table id.



    


    
      
        start_link(opts \\ [])

      


        Starts the table owner.



    


    
      
        sweep()

      


        Deletes rows whose stored window is older than the current window.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      ensure!()



        
          
        

    

  


  

      

          @spec ensure!() :: :ets.table()


      


Ensures the named ETS table exists; returns the table id.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the table owner.

  



  
    
      
    
    
      sweep()



        
          
        

    

  


  

      

          @spec sweep() :: non_neg_integer()


      


Deletes rows whose stored window is older than the current window.

  


        

      


  

    
XSockets.RateLimit.Window 
    



      
Shared fixed-window counter over the :xsockets_rate_limits ETS table.
Internal
Used by Config.check_rate_limit/1 and XSockets.RateLimit.PerConnection.
Hosts should not call this directly; configure a RateLimit behaviour module.
What problem this solves
Multiple limiters need the same O(1) window bump so counts and knobs stay in
one place instead of drifting across modules. Concurrent first-hits use
insert_new plus retry; same-window bumps use update_counter so counts
do not reset under race.
RFCs
No transport RFC; operational control-plane protection.

      


      
        Summary


  
    Functions
  


    
      
        bump(key)

      


        Increments the counter for key in the current window.



    





      


      
        Functions

        


  
    
      
    
    
      bump(key)



        
          
        

    

  


  

      

          @spec bump(term()) :: :ok | {:error, :rate_limited}


      


Increments the counter for key in the current window.
Returns :ok or {:error, :rate_limited} when the key has already hit
max_requests_per_window for this window. No-ops with :ok when rate
limiting is disabled.

  


        

      


  

    
XSockets.Sctp.Association 
    



      
WebRTC SCTP association over a caller-owned byte pipe (typically DTLS
application data).
What problem this solves
WebRTC data channels run SCTP encapsulated in DTLS, not raw SCTP over IP.
This module drives an SCTP association in sans-IO mode via ex_sctp: the
caller feeds inbound DTLS plaintext with handle_packet/2 and must send
every {:transmit, packets} event back on the DTLS socket. DCEP negotiation
and user messages are surfaced as events (:connected, {:channel_open, ...},
{:message, ...}).
This is not Transport.SCTP (OTP :gen_sctp over IP).
Requires the optional Hex dependency ex_sctp (Rust toolchain to compile).
RFCs
	RFC 4960 - SCTP (association, streams)
	RFC 8261 - SCTP over DTLS
	RFC 8831 - WebRTC data channels
	RFC 8832 - DCEP (via Sctp.Dcep)


      


      
        Summary


  
    Types
  


    
      
        channel()

      


        One negotiated WebRTC data channel.



    


    
      
        event()

      


        Events returned to the caller after IO or timeout.



    


    
      
        t()

      


        Opaque SCTP association state.



    





  
    Functions
  


    
      
        available?()

      


        Returns true when the ex_sctp NIF is loaded and SCTP associations can run.



    


    
      
        connect(assoc)

      


        Starts SCTP as the association initiator (DTLS client / offerer side).



    


    
      
        get_channel(assoc, ref)

      


        Returns channel metadata for ref, or nil when the channel is unknown.



    


    
      
        handle_packet(assoc, data)

      


        Feeds one plaintext SCTP packet received from the peer (e.g. DTLS :ssl data).



    


    
      
        handle_timeout(assoc)

      


        Handles a previously scheduled SCTP timeout ({:timeout, ms} event).



    


    
      
        new(opts \\ [])

      


        Creates a new SCTP association in :new state.



    


    
      
        open_channel(assoc, label, opts \\ [])

      


        Opens a local data channel (DCEP DataChannelOpen) after the association is connected.



    


    
      
        send(assoc, channel_ref, data, type \\ :string)

      


        Sends a user message on an open channel.



    





      


      
        Types

        


  
    
      
    
    
      channel()



        
          
        

    

  


  

      

          @type channel() :: %{
  ref: reference(),
  id: non_neg_integer() | nil,
  label: String.t(),
  ordered: boolean(),
  reliability: :reliable | :rexmit | :timed,
  param: non_neg_integer(),
  protocol: String.t(),
  ready_state: :connecting | :open | :closed
}


      


One negotiated WebRTC data channel.
Fields
	ref - caller-facing channel reference
	id - SCTP stream id (even for offerer, odd for answerer, per role)
	label - DCEP channel label
	ordered - whether messages preserve order on this stream
	reliability - DCEP reliability (:reliable, :rexmit, or :timed)
	param - retransmit count or lifetime ms from DCEP
	protocol - subprotocol string from DCEP Open
	ready_state - :connecting, :open, or :closed


  



  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  :connected
  | :disconnected
  | {:transmit, [binary()]}
  | {:timeout, non_neg_integer() | nil}
  | {:channel_open, reference(), String.t(), non_neg_integer(), map()}
  | {:message, reference(), binary()}
  | {:channel_closed, reference()}


      


Events returned to the caller after IO or timeout.
Variants
	:connected - SCTP association established
	:disconnected - association closed
	{:transmit, packets} - SCTP packets to send on the DTLS socket
	{:timeout, ms} - schedule handle_timeout/1 after ms (or nil to cancel)
	{:channel_open, ref, label, id, meta} - data channel ready; meta has
:reliability, :order, and :param from DCEP
	{:message, ref, payload} - user message on an open channel
	{:channel_closed, ref} - remote closed the stream


  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  ref: ExSCTP.t(),
  state: :new | :connecting | :connected | :closed,
  id_type: :even | :odd | nil,
  channels: %{optional(reference()) => channel()},
  timer: reference() | nil
}


      


Opaque SCTP association state.
Fields
	ref - ex_sctp NIF handle
	state - association lifecycle (:new, :connecting, :connected, :closed)
	id_type - even/odd stream id policy for DTLS client/server roles
	channels - map of channel ref to channel/0
	timer - optional timeout timer ref from {:timeout, ms} events


  


        

      

      
        Functions

        


  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


Returns true when the ex_sctp NIF is loaded and SCTP associations can run.

  



  
    
      
    
    
      connect(assoc)



        
          
        

    

  


  

      

          @spec connect(t()) :: {[event()], t()}


      


Starts SCTP as the association initiator (DTLS client / offerer side).
Only valid when state is :new. Returns events (typically {:transmit, ...})
and updated association state.

  



  
    
      
    
    
      get_channel(assoc, ref)



        
          
        

    

  


  

      

          @spec get_channel(t(), reference()) :: channel() | nil


      


Returns channel metadata for ref, or nil when the channel is unknown.

  



  
    
      
    
    
      handle_packet(assoc, data)



        
          
        

    

  


  

      

          @spec handle_packet(t(), binary()) :: {[event()], t()}


      


Feeds one plaintext SCTP packet received from the peer (e.g. DTLS :ssl data).
Returns all pending events after processing the chunk. No-op when the
association is :closed.

  



  
    
      
    
    
      handle_timeout(assoc)



        
          
        

    

  


  

      

          @spec handle_timeout(t()) :: {[event()], t()}


      


Handles a previously scheduled SCTP timeout ({:timeout, ms} event).
Call when the timer from a {:timeout, ms} event fires.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a new SCTP association in :new state.
Options
	:role - :active (even stream ids; call connect/1) or :passive
(odd ids; wait for peer INIT). Default :passive.


  



    

  
    
      
    
    
      open_channel(assoc, label, opts \\ [])



        
          
        

    

  


  

      

          @spec open_channel(t(), String.t(), keyword()) ::
  {[event()], reference(), t()} | {:error, atom(), t()}


      


Opens a local data channel (DCEP DataChannelOpen) after the association is connected.
Returns {events, channel_ref, assoc} or {:error, reason, assoc}.

  



    

  
    
      
    
    
      send(assoc, channel_ref, data, type \\ :string)



        
          
        

    

  


  

      

          @spec send(t(), reference(), binary(), :string | :binary) ::
  {[event()], t()} | {:error, atom(), t()}


      


Sends a user message on an open channel.
type is :string (PPI 51) or :binary (PPI 53).

  


        

      


  

    
XSockets.Sctp.Association.Server 
    



      
GenServer bridge around XSockets.Sctp.Association for a caller-owned DTLS pipe.
What problem this solves
Sans-IO Sctp.Association returns event lists the host must drain. This process
owns association state, accepts inbound plaintext via handle_packet/2, and
delivers events to an :owner pid as {:xsockets_sctp, events}.
Requires the optional Hex dependency ex_sctp.
RFCs
	RFC 8261 - SCTP over DTLS
	RFC 8831 - WebRTC data channels


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        connect(pid)

      


        Starts the association as initiator (:active role).



    


    
      
        handle_packet(pid, data)

      


        Feeds one DTLS plaintext SCTP packet into the association.



    


    
      
        open_channel(pid, label, opts \\ [])

      


        Opens a data channel; events (including transmit) go to the owner.



    


    
      
        start_link(opts \\ [])

      


        Starts the association server.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      connect(pid)



        
          
        

    

  


  

      

          @spec connect(pid()) :: :ok


      


Starts the association as initiator (:active role).

  



  
    
      
    
    
      handle_packet(pid, data)



        
          
        

    

  


  

      

          @spec handle_packet(pid(), binary()) :: :ok


      


Feeds one DTLS plaintext SCTP packet into the association.

  



    

  
    
      
    
    
      open_channel(pid, label, opts \\ [])



        
          
        

    

  


  

      

          @spec open_channel(pid(), String.t(), keyword()) :: :ok


      


Opens a data channel; events (including transmit) go to the owner.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the association server.
Options
	:owner - pid that receives {:xsockets_sctp, events} (default self())
	:role - :active or :passive (default :passive)


  


        

      


  

    
XSockets.Sctp.Dcep 
    



      
Data Channel Establishment Protocol (DCEP) encode and decode.
What problem this solves
WebRTC data channels negotiate labels, ordering, and reliability with DCEP
messages on SCTP PPI 50 before user data flows. This module parses and builds
DCEP Open and Ack payloads used by Sctp.Association.
RFCs
	RFC 8832 - DCEP (Open, Ack wire format)
	RFC 8831 - WebRTC data channels (SCTP usage)


      


      
        Summary


  
    Functions
  


    
      
        decode(arg1)

      


        Decodes a DCEP message from an SCTP user message body (after the type byte).



    


    
      
        encode(msg)

      


        Encodes a DCEP struct (Ack or Open) to wire bytes.



    





      


      
        Functions

        


  
    
      
    
    
      decode(arg1)



        
          
        

    

  


  

      

          @spec decode(binary()) ::
  {:ok, XSockets.Sctp.Dcep.Ack.t() | XSockets.Sctp.Dcep.Open.t()} | :error


      


Decodes a DCEP message from an SCTP user message body (after the type byte).
Returns {:ok, %Ack{}} or {:ok, %Open{}}, or :error on malformed input.

  



  
    
      
    
    
      encode(msg)



        
          
        

    

  


  

      

          @spec encode(XSockets.Sctp.Dcep.Ack.t() | XSockets.Sctp.Dcep.Open.t()) :: binary()


      


Encodes a DCEP struct (Ack or Open) to wire bytes.

  


        

      


  

    
XSockets.Sctp.Dcep.Ack 
    



      
DCEP Data Channel Ack struct and wire helpers.
Internal
Used by XSockets.Sctp.Dcep.encode/1 and decode/1.
What problem this solves
Carries the empty Ack payload (message type 0x02) as a typed value so
association logic can pattern-match without raw binaries.
RFCs
	RFC 8832 - DCEP Ack


      


      
        Summary


  
    Types
  


    
      
        t()

      


        DCEP Data Channel Ack (message type 0x02).



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XSockets.Sctp.Dcep.Ack{}


      


DCEP Data Channel Ack (message type 0x02).
Fields
Empty struct; the wire form is a single type byte.

  


        

      


  

    
XSockets.Sctp.Dcep.Open 
    



      
DCEP Data Channel Open struct and wire helpers.
Internal
Used by XSockets.Sctp.Dcep.encode/1 and decode/1.
What problem this solves
Represents an Open message (type 0x03) with reliability, order, label, and
protocol fields so hosts and Sctp.Association share one decoded shape.
RFCs
	RFC 8832 - DCEP Open


      


      
        Summary


  
    Types
  


    
      
        t()

      


        DCEP Data Channel Open (message type 0x03).



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %XSockets.Sctp.Dcep.Open{
  label: String.t(),
  order: :ordered | :unordered,
  param: non_neg_integer(),
  priority: non_neg_integer(),
  protocol: String.t(),
  reliability: :reliable | :rexmit | :timed
}


      


DCEP Data Channel Open (message type 0x03).
Fields
	reliability - :reliable, :rexmit, or :timed
	order - :ordered or :unordered
	label - channel label (UTF-8)
	protocol - subprotocol string (often empty)
	priority - DCEP priority field
	param - reliability parameter (retransmit count or lifetime ms)


  


        

      


  

    
XSockets.Sctp.Listener 
    



      
Optional SCTP-over-IP association owner (:gen_sctp).
What problem this solves
SCTP associations are not driven by Acceptor.accept/2. One GenServer owns the
listen socket, tracks associations, feeds each payload through Engine, and
replies with the real association id (stream 0 by default).
Requires OS/OTP SCTP support (Transport.SCTP.available?/0). When unavailable,
start_link/1 returns {:error, :sctp_not_supported}.
RFCs
	RFC 4960 - SCTP association lifecycle


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        port(pid)

      


        Bound port of a running listener (useful when :port was 0).



    


    
      
        start_link(opts)

      


        Opens an SCTP listener.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      port(pid)



        
          
        

    

  


  

      

          @spec port(pid()) :: :inet.port_number()


      


Bound port of a running listener (useful when :port was 0).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Opens an SCTP listener.
Same opts shape as DatagramServer.start_link/1 (:ip, :port, :pipeline or
:accumulator + :handler, :listen_opts, :assigns, :handler_state).

  


        

      


  

    
XSockets.SockSupervisor 
    



      
Dynamic supervisor for per-connection Connection processes.
What problem this solves
Each accepted TCP/TLS/DTLS client needs an isolated process with its own
accumulator state and drain loop. SockSupervisor is a DynamicSupervisor
that starts Connection children on demand from Acceptor.
Start this before Acceptor. Tests typically call start_link/0 once.
Internal note
OTP supervision only; no wire protocol logic lives here.
RFCs
	RFC 8656 - TURN (one client session per connection)
	No STUN/TURN RFC for OTP supervision


      


      
        Summary


  
    Functions
  


    
      
        child_spec(arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_connection(supervisor \\ __MODULE__, opts)

      


        Starts one Connection child under supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts the named connection supervisor.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_connection(supervisor \\ __MODULE__, opts)



        
          
        

    

  


  

      

          @spec start_connection(
  atom() | pid(),
  keyword()
) :: DynamicSupervisor.on_start_child()


      


Starts one Connection child under supervisor.
Parameters
	supervisor - registered name or pid (default XSockets.SockSupervisor)
	opts - forwarded to Connection.start_link/1


  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the named connection supervisor.
Parameters
	opts - :name (default XSockets.SockSupervisor)


  


        

      


  

    
XSockets.Spec 
    



      
Normalizes {module, opts} or a bare module into {module, opts}.
Used by Pipeline when a tier names an accumulator.
Internal API. Host applications declare accumulators in tier/2; they do
not call this module directly.
What problem this solves
Pipeline tiers accept either MyAccumulator or {MyAccumulator, opts} in
source. One resolver keeps compile-time and runtime paths consistent.
RFCs
No STUN/TURN RFC; framing/dispatch infrastructure for host listeners.

      


      
        Summary


  
    Types
  


    
      
        spec()

      


        Accumulator (or other) module, optionally with keyword options.



    





  
    Functions
  


    
      
        resolve(mod)

      


        Returns {module, opts}, using [] when only a module is given.



    





      


      
        Types

        


  
    
      
    
    
      spec()



        
          
        

    

  


  

      

          @type spec() :: module() | {module(), keyword()}


      


Accumulator (or other) module, optionally with keyword options.

  


        

      

      
        Functions

        


  
    
      
    
    
      resolve(mod)



        
          
        

    

  


  

      

          @spec resolve(spec()) :: {module(), keyword()}


      


Returns {module, opts}, using [] when only a module is given.
Parameters
	spec - SomeModule or {SomeModule, keyword()}
iex> XSockets.Spec.resolve(XSockets.Accumulator.Raw)
{XSockets.Accumulator.Raw, []}
iex> XSockets.Spec.resolve({XSockets.Accumulator.Raw, header_size: 2})
{XSockets.Accumulator.Raw, [header_size: 2]}



  


        

      


  

    
XSockets.Telemetry 
    



      
Optional :telemetry events under [:xsockets, event].
emit/3 no-ops when config :xsockets, telemetry_enabled: false, and
swallows errors if :telemetry is not started. attach_handlers/0 installs
library log/counter handlers; callers may attach their own instead.
What problem this solves
Operators need
connection counts, byte totals, rate-limit hits, and SSL handshake outcomes
without instrumenting every transport module by hand. This module centralizes
emit helpers, default handlers, and coarse health heuristics.
RFCs
No STUN/TURN RFC; operational telemetry for socket listeners.

      


      
        Summary


  
    Functions
  


    
      
        attach_handlers()

      


        Attaches library log and counter handlers for [:xsockets, ...] events.



    


    
      
        detach_handlers()

      


        Detaches every handler whose id starts with "xsockets_".



    


    
      
        emit(event_name, measurements, metadata)

      


        Executes [:xsockets, event_name] when telemetry is enabled.



    


    
      
        get_metrics()

      


        Snapshot of process-local counters kept in :persistent_term.



    


    
      
        health_status()

      


        Coarse health atom from current counters.



    


    
      
        reset_counters()

      


        Erases this module's :persistent_term counters.



    





      


      
        Functions

        


  
    
      
    
    
      attach_handlers()



        
          
        

    

  


  

Attaches library log and counter handlers for [:xsockets, ...] events.
Idempotent per handler id. Safe to call from a host application's start.

  



  
    
      
    
    
      detach_handlers()



        
          
        

    

  


  

Detaches every handler whose id starts with "xsockets_".

  



  
    
      
    
    
      emit(event_name, measurements, metadata)



        
          
        

    

  


  

      

          @spec emit(atom(), map(), map()) :: :ok


      


Executes [:xsockets, event_name] when telemetry is enabled.
Parameters
	event_name - last segment of the event name (atom)

	measurements - numeric map (%{bytes: n}, ...)

	metadata - context map (%{ip: tuple, port: n}, ...)
iex> XSockets.Telemetry.emit(:doctest_event, %{count: 1}, %{})
:ok



  



  
    
      
    
    
      get_metrics()



        
          
        

    

  


  

Snapshot of process-local counters kept in :persistent_term.
Keys include connection counts, bytes sent/received, rate-limit hits, and
SSL handshake totals. last_updated is System.system_time(:second).
Takes no parameters; counters are global to the VM via :persistent_term.

  



  
    
      
    
    
      health_status()



        
          
        

    

  


  

Coarse health atom from current counters.
Returns :healthy, :degraded (SSL error rate), :unhealthy (send error
rate), or :under_attack (rate-limit hits).
Takes no parameters; reads counters via get_metrics/0.

  



  
    
      
    
    
      reset_counters()



        
          
        

    

  


  

Erases this module's :persistent_term counters.
iex> XSockets.Telemetry.reset_counters()
:ok

  


        

      


  

    
XSockets.TierSession 
    



      
Worker that owns one async pipeline tier's accumulator and handler state.
Started by Engine when a tier uses dispatch: :task or dispatch: :pool.
Messages are {:push, payload, meta} casts from the parent connection.
Internal API. Spawned by the drain engine; not part of the public
application surface for host apps.
What problem this solves
Heavy or isolatable pipeline tiers (for example media processing) must not
block the connection process. Each async tier gets its own GenServer with
private accumulator state while replies still route through the parent
transport.
RFCs
No STUN/TURN RFC; framing/dispatch infrastructure for host listeners.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Temporary child spec so a crashed tier is not restarted in-place.



    


    
      
        start_link(opts)

      


        Starts a session for one tier of one connection.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Temporary child spec so a crashed tier is not restarted in-place.
Parameters
	opts - same keyword list as start_link/1


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Starts a session for one tier of one connection.
Parameters
opts is a keyword list:
	:pipeline - compiled %Pipeline{}
	:tier_key - tier being isolated
	:conn - parent Conn
	:owner - parent connection pid (monitored)
	:transport - transport module for replies


  


        

      


  

    
XSockets.TierSupervisor 
    



      
Dynamic supervisor for async pipeline tier session workers.
What problem this solves
Pipeline tiers configured with dispatch: :task or :pool run handler work in
separate TierSession processes so the owning Connection or DatagramServer
can keep relaying without blocking. This module is the generic
DynamicSupervisor that starts those workers.
Use TierSupervisor.Task or TierSupervisor.Pool for named instances with
appropriate child limits.
Internal note
OTP supervision only; tier handlers implement application protocol logic.
RFCs
	No STUN/TURN RFC; OTP supervision for async pipeline dispatch


      


      
        Summary


  
    Functions
  


    
      
        child_spec(arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts a named supervisor for tier session workers.



    


    
      
        start_session(supervisor, opts)

      


        Starts one TierSession under supervisor.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Starts a named supervisor for tier session workers.
Parameters
	opts - :name (required), :max_children (default :infinity)


  



  
    
      
    
    
      start_session(supervisor, opts)



        
          
        

    

  


  

      

          @spec start_session(
  atom(),
  keyword()
) :: DynamicSupervisor.on_start_child()


      


Starts one TierSession under supervisor.
Parameters
	supervisor - registered name or pid
	opts - forwarded to TierSession.start_link/1


  


        

      


  

    
XSockets.TierSupervisor.Pool 
    



      
Named pool supervisor for pipeline tiers with dispatch: :pool.
What problem this solves
High-rate descended tiers (for example RTP parsing) can overload the connection
process if run inline. :pool dispatch caps concurrent TierSession workers;
when the pool is full, descends are dropped (at-most-once) and telemetry
reports saturation.
Caps children at Config.tier_pool_size/0 unless :max_children is passed.
Internal note
Thin wrapper around TierSupervisor registered as TierSupervisor.Pool.
RFCs
	No STUN/TURN RFC; OTP supervision for bounded async tier workers


      


      
        Summary


  
    Functions
  


    
      
        start_link(opts \\ [])

      


        Starts TierSupervisor registered as this module.



    





      


      
        Functions

        


    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts TierSupervisor registered as this module.
Parameters
	opts - :max_children override


  


        

      


  

    
XSockets.TierSupervisor.Task 
    



      
Named supervisor for pipeline tiers with dispatch: :task.
What problem this solves
Some descended tiers should run asynchronously without a hard concurrency cap.
:task dispatch lazily starts one TierSession per tier per owner under this
supervisor (unbounded by default via :max_children :infinity).
Internal note
Thin wrapper around TierSupervisor registered as TierSupervisor.Task.
RFCs
	No STUN/TURN RFC; OTP supervision for async tier workers


      


      
        Summary


  
    Functions
  


    
      
        start_link(opts \\ [])

      


        Starts TierSupervisor registered as this module.



    





      


      
        Functions

        


    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts TierSupervisor registered as this module.
Parameters
	opts - :max_children (default :infinity)


  


        

      


  

    
XSockets.Transport behaviour
    



      
Uniform socket I/O behaviour for TCP, UDP, TLS, DTLS, and SCTP.
Implementations live under XSockets.Transport.*. Acceptor and
DatagramServer call these callbacks; they never talk to :gen_tcp /
:gen_udp / :ssl directly.
Optional callbacks: peername/1, controlling_process/2, connect/3.
What problem this solves
Host listeners bind several wire
protocols. Each OTP driver exposes different APIs and handle_info/2 message
shapes. This behaviour gives acceptors, datagram servers, connections, and the
drain engine one surface for listen/accept/send/setopts and for normalizing
inbound messages into {:data, binary(), from()} events.
RFCs
This layer moves bytes; STUN/TURN parsing lives in the host application.
	RFC 8489 (STUN over UDP and TCP)
	RFC 5766 / RFC 8656 (TURN relay transports)
	RFC 8445 (ICE; transport selection)
	RFC 9293 (TCP stream framing)
	RFC 8446 (TLS over TCP)
	RFC 9147 (DTLS over UDP)


      


      
        Summary


  
    Types
  


    
      
        from()

      


        Peer address for a datagram, or nil for a connected stream socket.



    


    
      
        ip_address()

      


        IPv4 or IPv6 address tuple.



    


    
      
        port_number()

      


        UDP/TCP port in 0..65535.



    


    
      
        socket()

      


        Opaque socket handle returned by the underlying driver.



    





  
    Callbacks
  


    
      
        accept(socket, timeout)

      


        Accepts one inbound connection from a listen socket.



    


    
      
        close(socket)

      


        Closes socket. Always returns :ok.



    


    
      
        connect(ip_address, port_number, keyword)

      


        Opens an outbound connection.



    


    
      
        controlling_process(socket, pid)

      


        Transfers socket ownership to pid after accept.



    


    
      
        framing()

      


        How this transport frames application payloads on the wire.



    


    
      
        handle_message(term, socket)

      


        Normalizes a driver message into a drain-engine event.



    


    
      
        listen(ip_address, port_number, keyword)

      


        Opens a listening socket.



    


    
      
        peername(socket)

      


        Remote address of a connected socket.



    


    
      
        send(socket, iodata, from)

      


        Sends data on socket.



    


    
      
        setopts(socket, keyword)

      


        Applies socket options (typically [:binary, active: :once] to re-arm).



    


    
      
        sockname(socket)

      


        Local address of socket.



    





      


      
        Types

        


  
    
      
    
    
      from()



        
          
        

    

  


  

      

          @type from() :: {ip_address(), port_number()} | nil


      


Peer address for a datagram, or nil for a connected stream socket.

  



  
    
      
    
    
      ip_address()



        
          
        

    

  


  

      

          @type ip_address() :: :inet.ip_address()


      


IPv4 or IPv6 address tuple.

  



  
    
      
    
    
      port_number()



        
          
        

    

  


  

      

          @type port_number() :: :inet.port_number()


      


UDP/TCP port in 0..65535.

  



  
    
      
    
    
      socket()



        
          
        

    

  


  

      

          @type socket() :: term()


      


Opaque socket handle returned by the underlying driver.

  


        

      

      
        Callbacks

        


  
    
      
    
    
      accept(socket, timeout)



        
          
        

    

  


  

      

          @callback accept(socket(), timeout()) :: {:ok, socket()} | {:error, term()}


      


Accepts one inbound connection from a listen socket.
Connectionless transports return {:error, :connectionless}.
Parameters
	socket - listen socket from listen/3
	timeout - milliseconds to wait, or :infinity


  



  
    
      
    
    
      close(socket)



        
          
        

    

  


  

      

          @callback close(socket()) :: :ok


      


Closes socket. Always returns :ok.
Parameters
	socket - socket to close


  



  
    
      
    
    
      connect(ip_address, port_number, keyword)


        (optional)


        
          
        

    

  


  

      

          @callback connect(ip_address(), port_number(), keyword()) ::
  {:ok, socket()} | {:error, term()}


      


Opens an outbound connection.
Optional. Used when this library is the TCP client.
Parameters
	ip - destination address
	port - destination port
	opts - extra connect options merged after library defaults


  



  
    
      
    
    
      controlling_process(socket, pid)


        (optional)


        
          
        

    

  


  

      

          @callback controlling_process(socket(), pid()) :: :ok | {:error, term()}


      


Transfers socket ownership to pid after accept.
Optional. Required for stream acceptors that spawn a Connection process.
Parameters
	socket - accepted client socket
	pid - process that will receive subsequent messages


  



  
    
      
    
    
      framing()



        
          
        

    

  


  

      

          @callback framing() :: :stream | :datagram


      


How this transport frames application payloads on the wire.
	:stream - bytes are a continuous stream; 4-byte alignment is applied
when a caller asks for it
	:datagram - each send is one message; no padding


  



  
    
      
    
    
      handle_message(term, socket)



        
          
        

    

  


  

      

          @callback handle_message(term(), socket()) ::
  {:data, binary(), from()} | {:closed, term()} | {:icmp, map()} | :ignore


      


Normalizes a driver message into a drain-engine event.
Parameters
	message - raw handle_info/2 payload ({:tcp, ...}, {:udp, ...}, ...)
	socket - socket the message belongs to

Returns
	{:data, binary(), from()} - payload ready to push into the accumulator
	{:closed, reason} - peer or error close
	{:icmp, map()} - ICMP error from a datagram socket (relay sockets)
	:ignore - nothing to drain (unknown or control message)


  



  
    
      
    
    
      listen(ip_address, port_number, keyword)



        
          
        

    

  


  

      

          @callback listen(ip_address(), port_number(), keyword()) ::
  {:ok, socket()} | {:error, term()}


      


Opens a listening socket.
Parameters
	ip - bind address ({0, 0, 0, 0} or {0, 0, 0, 0, 0, 0, 0, 0})
	port - bind port; 0 lets the OS assign one
	opts - extra listen options merged after library defaults


  



  
    
      
    
    
      peername(socket)


        (optional)


        
          
        

    

  


  

      

          @callback peername(socket()) ::
  {:ok, {ip_address(), port_number()}}
  | {:local, binary()}
  | {:unspec, <<_::0>>}
  | {:undefined, any()}
  | {:error, term()}


      


Remote address of a connected socket.
Optional. Datagram transports typically return {:error, :connectionless}.
Parameters
	socket - connected socket


  



  
    
      
    
    
      send(socket, iodata, from)



        
          
        

    

  


  

      

          @callback send(socket(), iodata(), from()) :: :ok | {:error, term()}


      


Sends data on socket.
Parameters
	socket - connected or datagram socket
	data - payload
	from - {ip, port} for datagrams; ignored (nil) on streams


  



  
    
      
    
    
      setopts(socket, keyword)



        
          
        

    

  


  

      

          @callback setopts(
  socket(),
  keyword()
) :: :ok | {:error, term()}


      


Applies socket options (typically [:binary, active: :once] to re-arm).
Parameters
	socket - open socket
	opts - option keyword list understood by the driver


  



  
    
      
    
    
      sockname(socket)



        
          
        

    

  


  

      

          @callback sockname(socket()) ::
  {:ok, {ip_address(), port_number()}}
  | {:local, binary()}
  | {:unspec, <<_::0>>}
  | {:undefined, any()}
  | {:error, term()}


      


Local address of socket.
Parameters
	socket - open socket


  


        

      


  

    
XSockets.Transport.DTLS 
    



      
DTLS datagram transport for secure datagram listeners.
What problem this solves
Hosts that need encrypted datagram channels (for example WebRTC or TURN over
DTLS) use DTLS over UDP. This module is a thin Transport adapter: it
delegates to Transport.TLS with protocol: :dtls, reports :datagram
framing, reuses TLS certificate and cipher defaults, and exposes connect/3
for outbound DTLS dials.
iex> XSockets.Transport.DTLS.framing()
:datagram
iex> XSockets.Transport.DTLS.handle_message({:ssl, :port, "hi"}, :sock)
{:data, "hi", nil}
RFCs
	RFC 9147 - DTLS 1.3
	Common host use: RFC 8656 TURN over DTLS


      


      
        Summary


  
    Functions
  


    
      
        connect(ip, port, opts \\ [])

      


        Outbound DTLS client connect (optional Transport callback).



    





      


      
        Functions

        


    

  
    
      
    
    
      connect(ip, port, opts \\ [])



        
          
        

    

  


  

Outbound DTLS client connect (optional Transport callback).
Delegates to Transport.TLS.connect/3 with protocol: :dtls.

  


        

      


  

    
XSockets.Transport.SCTP 
    



      
SCTP transport (:gen_sctp) when the OTP driver and OS support SCTP.
What problem this solves
Some deployments speak SCTP over IP. This module implements the Transport
behaviour for that path: bind, client connect/3, send on an association and
stream, and normalize {:sctp, ...} mailbox messages.
Associations are not accepted via accept/2 (always
{:error, :sctp_not_supported}). Use XSockets.Sctp.Listener to own the listen
socket and track associations. WebRTC SCTP-over-DTLS remains
XSockets.Sctp.Association.
iex> XSockets.Transport.SCTP.framing()
:datagram
iex> XSockets.Transport.SCTP.handle_message({:sctp, :sock, {127, 0, 0, 1}, 9, [], "hi"}, :sock)
{:data, "hi", {{127, 0, 0, 1}, 9}}
iex> XSockets.Transport.SCTP.handle_message({:sctp_closed, :sock}, :sock)
{:closed, :normal}
RFCs
	RFC 4960 - SCTP (streams, associations)


      


      
        Summary


  
    Functions
  


    
      
        accept(listen_sock, timeout)

      


        SCTP has no accept/2; associations arrive as messages on the listen socket.



    


    
      
        assoc_meta(anc)

      


        Extracts {assoc_id, stream} from SCTP ancillary data when present.



    


    
      
        available?()

      


        Returns true when this VM can open an SCTP socket (OTP driver + OS support).



    


    
      
        connect(ip, port, opts \\ [])

      


        Outbound SCTP connect (optional Transport callback).



    


    
      
        connect_assoc(ip, port, opts \\ [])

      


        Like connect/3 but also returns the association id from :gen_sctp.connect/5.



    


    
      
        decode_message(arg1)

      


        Rich SCTP mailbox decode for association owners.



    


    
      
        handle_message(msg, socket)

      


        Maps SCTP mailbox messages into Transport events (:data / :closed / :ignore).



    


    
      
        send(socket, data, to)

      


        Sends data on an association.



    





      


      
        Functions

        


  
    
      
    
    
      accept(listen_sock, timeout)



        
          
        

    

  


  

SCTP has no accept/2; associations arrive as messages on the listen socket.
Always returns {:error, :sctp_not_supported} so callers use Sctp.Listener
instead of Acceptor.
Parameters
	_listen_sock - SCTP listen socket (unused)
	_timeout - accept timeout (unused)


  



  
    
      
    
    
      assoc_meta(anc)



        
          
        

    

  


  

      

          @spec assoc_meta(term()) :: %{
  optional(:assoc_id) => integer(),
  optional(:stream) => integer()
}


      


Extracts {assoc_id, stream} from SCTP ancillary data when present.

  



  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


Returns true when this VM can open an SCTP socket (OTP driver + OS support).
False on hosts without SCTP (common on some macOS builds); listeners then
return {:error, :sctp_not_supported}. Optional feature - not required to
use the rest of XSockets.

  



    

  
    
      
    
    
      connect(ip, port, opts \\ [])



        
          
        

    

  


  

Outbound SCTP connect (optional Transport callback).
Opens a local socket, then calls :gen_sctp.connect/5. Returns {:ok, socket}
on success. Prefer connect_assoc/3 when the caller needs the association id
immediately (connect may consume the COMM_UP mailbox event).

  



    

  
    
      
    
    
      connect_assoc(ip, port, opts \\ [])



        
          
        

    

  


  

      

          @spec connect_assoc(:inet.ip_address(), :inet.port_number(), keyword()) ::
  {:ok, socket :: term(), assoc_id :: term()} | {:error, term()}


      


Like connect/3 but also returns the association id from :gen_sctp.connect/5.

  



  
    
      
    
    
      decode_message(arg1)



        
          
        

    

  


  

      

          @spec decode_message(term()) ::
  {:data, binary(), {tuple(), integer()}, map()}
  | {:assoc_up, term(), {tuple(), integer()}}
  | {:assoc_down, term(), term()}
  | {:closed, term()}
  | :ignore


      


Rich SCTP mailbox decode for association owners.
Accepts both OTP shapes:
	{:sctp, sock, ip, port, {anc, payload}} (current)
	{:sctp, sock, ip, port, anc, payload} (legacy / docs)

Returns:
	{:data, binary, {ip, port}, meta} where meta may include :assoc_id / :stream
	{:assoc_up, assoc_id, {ip, port}}
	{:assoc_down, assoc_id, reason}
	{:closed, reason}
	:ignore


  



  
    
      
    
    
      handle_message(msg, socket)



        
          
        

    

  


  

Maps SCTP mailbox messages into Transport events (:data / :closed / :ignore).
Association up/down events are :ignore here so the behaviour contract stays
stable. Use decode_message/1 from Sctp.Listener for association lifecycle.

  



  
    
      
    
    
      send(socket, data, to)



        
          
        

    

  


  

Sends data on an association.
to may be:
	{assoc_id, stream} - explicit association and stream
	%{assoc_id: id, stream: n} - map form (stream defaults to 0)
	nil / other - assoc 0, stream 0 (single-assoc convenience)


  


        

      


  

    
XSockets.Transport.TCP 
    



      
Plain TCP transport (:gen_tcp) for TURN-over-TCP and outbound clients.
What problem this solves
TURN can run over TCP (pt.4 of RFC 5766 / RFC 8656). Stream transports need
listen/accept, byte-oriented reads, and normalized {:tcp, ...} messages for
the shared drain engine. This module implements the Transport behaviour on
top of :gen_tcp, including optional outbound connect/3.
IPv6 listen sockets on Linux set ipv6_v6only.
RFCs
	RFC 5766 - TURN (TCP allocations)
	RFC 8656 - TURN (updated TCP usage)
	RFC 6062 - TURN TCP relay (ConnectionBind)


      


      
        Summary


  
    Functions
  


    
      
        connect(ip, port, opts \\ [])

      


        Connects to {ip, port} with a 5 second timeout.



    


    
      
        handle_message(arg1, socket)

      


        Maps :tcp / :tcp_closed / :tcp_error messages.



    





      


      
        Functions

        


    

  
    
      
    
    
      connect(ip, port, opts \\ [])



        
          
        

    

  


  

Connects to {ip, port} with a 5 second timeout.
Parameters
	ip - destination address
	port - destination port
	opts - extra :gen_tcp.connect/4 options merged after defaults


  



  
    
      
    
    
      handle_message(arg1, socket)



        
          
        

    

  


  

Maps :tcp / :tcp_closed / :tcp_error messages.
iex> XSockets.Transport.TCP.handle_message({:tcp, :port, "hi"}, :sock)
{:data, "hi", nil}
iex> XSockets.Transport.TCP.handle_message({:tcp_closed, :port}, :sock)
{:closed, :normal}
iex> XSockets.Transport.TCP.handle_message({:tcp_error, :port, :econnreset}, :sock)
{:closed, :econnreset}
iex> XSockets.Transport.TCP.handle_message(:other, :sock)
:ignore
iex> XSockets.Transport.TCP.framing()
:stream

  


        

      


  

    
XSockets.Transport.TLS 
    



      
TLS stream transport (:ssl) for secure listeners and connections.
What problem this solves
Hosts that terminate TLS need the same listen/accept/send surface as TCP.
This module wraps OTP :ssl behind the Transport behaviour: secure listen
defaults, handshake on accept, and normalized {:ssl, ...} messages for the
drain loop.
Defaults to TLS 1.2/1.3 and AEAD cipher suites. Legacy versions (:tlsv1,
:"tlsv1.1", :sslv3) are stripped from :versions. Certificates come from
listen/3 opts (certfile, keyfile, cacertfile), then
Config.get(:certs) (host :config_app or :xsockets).
RFCs
	RFC 8446 - TLS 1.3 (handshake and record layer)
	RFC 8656 - TURN (TLS as a common host transport)


      


      
        Summary


  
    Functions
  


    
      
        connect(ip, port, opts \\ [])

      


        Outbound TLS client connect (optional Transport callback).



    


    
      
        handle_message(arg1, socket)

      


        Maps :ssl / :ssl_closed / :ssl_error / :ssl_passive messages.



    


    
      
        security_opts(preset \\ :server)

      


        Normalized listen/security options for a named preset.



    





      


      
        Functions

        


    

  
    
      
    
    
      connect(ip, port, opts \\ [])



        
          
        

    

  


  

Outbound TLS client connect (optional Transport callback).
Merges security_opts(:server) with opts, then calls :ssl.connect/3.

  



  
    
      
    
    
      handle_message(arg1, socket)



        
          
        

    

  


  

Maps :ssl / :ssl_closed / :ssl_error / :ssl_passive messages.
iex> XSockets.Transport.TLS.handle_message({:ssl, :port, "hi"}, :sock)
{:data, "hi", nil}
iex> XSockets.Transport.TLS.handle_message({:ssl_closed, :port}, :sock)
{:closed, :normal}
iex> XSockets.Transport.TLS.framing()
:stream

  



    

  
    
      
    
    
      security_opts(preset \\ :server)



        
          
        

    

  


  

      

          @spec security_opts(:server | :default | :mutual_tls) :: keyword()


      


Normalized listen/security options for a named preset.
Presets:
	:server / :default - TLS 1.2/1.3, AEAD, verify: :verify_none

	:mutual_tls - same cipher baseline with verify: :verify_peer and
fail_if_no_peer_cert: true
  iex> opts = XSockets.Transport.TLS.security_opts(:server)
  iex> Keyword.get(opts, :verify)
  :verify_none
  iex> mtls = XSockets.Transport.TLS.security_opts(:mutual_tls)
  iex> Keyword.get(mtls, :verify)
  :verify_peer



  


        

      


  

    
XSockets.Transport.UDP 
    



      
UDP transport (:gen_udp) for datagram listeners and high-rate relay sockets.
What problem this solves
Connectionless datagrams need bind/listen, mailbox normalization, and optional
relay helpers outside the drain loop. This module wraps :gen_udp behind the
Transport behaviour.
listen/3 opens a client-facing socket (passive until the owner arms active).
open_relay/2 opens a relay socket (active-once, large buffers, ICMP error
queue on Linux). IPv6 listen sockets on Linux set ipv6_v6only.
RFCs
	RFC 768 - UDP
	Common host use: RFC 8489 STUN,
RFC 8656 TURN


      


      
        Summary


  
    Functions
  


    
      
        controlling_process(socket, pid)

      


        Transfers UDP socket message delivery to pid (used for relay ingress).



    


    
      
        handle_message(arg1, socket)

      


        Maps :udp / :udp_error messages. ICMP errors become {:icmp, info}.



    


    
      
        open_relay(ip, opts \\ [])

      


        Opens a relay UDP socket (active-once, 1 MiB buffers, ICMP errqueue on Linux).



    


    
      
        set_dont_fragment(socket)

      


        Sets the don't-fragment bit. Returns {:error, :not_supported} when the OS
rejects both the inet option and the raw fallback.



    


    
      
        set_flow_label(socket, label)

      


        Sets the IPv6 flow label on socket.



    


    
      
        set_hop_limit(socket, ttl)

      


        Sets IPv4 TTL or IPv6 hop limit from the socket's family.



    


    
      
        set_tos(socket, tos)

      


        Sets IPv4 TOS on socket.



    





      


      
        Functions

        


  
    
      
    
    
      controlling_process(socket, pid)



        
          
        

    

  


  

Transfers UDP socket message delivery to pid (used for relay ingress).
Parameters
	socket - open UDP socket
	pid - process that will receive {:udp, ...} / {:udp_passive, ...}


  



  
    
      
    
    
      handle_message(arg1, socket)



        
          
        

    

  


  

Maps :udp / :udp_error messages. ICMP errors become {:icmp, info}.
info is %{type, code, error_data, peer}. Integer error_data is passed
through; destination-unreachable / packet-too-big payloads may carry an MTU.
iex> alias XSockets.Transport.UDP
iex> UDP.handle_message({:udp, :port, {127, 0, 0, 1}, 3478, "hi"}, :sock)
{:data, "hi", {{127, 0, 0, 1}, 3478}}
iex> UDP.handle_message({:udp_error, :sock, {:icmp, 3, 4, 1280, {{8, 8, 8, 8}, 3478}}}, :sock)
{:icmp, %{type: 3, code: 4, error_data: 1280, peer: {{8, 8, 8, 8}, 3478}}}
iex> UDP.handle_message(:other, :sock)
:ignore
iex> UDP.framing()
:datagram

  



    

  
    
      
    
    
      open_relay(ip, opts \\ [])



        
          
        

    

  


  

      

          @spec open_relay(
  :inet.ip_address(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Opens a relay UDP socket (active-once, 1 MiB buffers, ICMP errqueue on Linux).
Parameters
	ip - bind address
	opts - extra open options; :port (default 0) is pulled out before merge


  



  
    
      
    
    
      set_dont_fragment(socket)



        
          
        

    

  


  

      

          @spec set_dont_fragment(port() | {:"$inet", atom(), term()}) ::
  :ok | {:error, :not_supported}


      


Sets the don't-fragment bit. Returns {:error, :not_supported} when the OS
rejects both the inet option and the raw fallback.
Parameters
	socket - open UDP socket (IPv4 or IPv6)


  



  
    
      
    
    
      set_flow_label(socket, label)



        
          
        

    

  


  

      

          @spec set_flow_label(term(), non_neg_integer()) :: :ok | {:error, term()}


      


Sets the IPv6 flow label on socket.
Parameters
	socket - open IPv6 UDP socket
	label - 20-bit flow label


  



  
    
      
    
    
      set_hop_limit(socket, ttl)



        
          
        

    

  


  

      

          @spec set_hop_limit(term(), pos_integer()) :: :ok | {:error, term()}


      


Sets IPv4 TTL or IPv6 hop limit from the socket's family.
Parameters
	socket - open UDP socket
	ttl - hop limit / TTL


  



  
    
      
    
    
      set_tos(socket, tos)



        
          
        

    

  


  

      

          @spec set_tos(term(), non_neg_integer()) :: :ok | {:error, term()}


      


Sets IPv4 TOS on socket.
Parameters
	socket - open UDP socket
	tos - type-of-service byte
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